
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF FLORIDA 

 
CASE NO. 16-CR-10017-MARTINEZ/SNOW 

 
UNITED STATES OF AMERICA, 
 
vs. 
 
LAWRENCE BLESSINGER,  
 
 Defendant. 
_______________________________/ 
 

 
THE UNITED STATES OF AMERICA’S RESPONSE TO  

DEFENDANT’S MOTION TO SUPPRESS EVIDENCE OF  
SATELLITE PHONE LOCATION INFORMATION 

 
 The United States of America, by and through the undersigned Assistant United States 

Attorney, hereby makes this response to defendant Lawrence Blessinger’s (“Defendant’s”) 

October 27, 2016, Supplemental Memorandum in Support of [ECF No. 76] the Motion to 

Suppress Evidence of Satellite Phone Location Information [ECF No. 92], filed on October 27, 

2016.1   

The Defendant moves to suppress the business records produced by Iridium 

Communication, Inc. (“Iridium”) pursuant to a court order under the Stored Communications Act 

(“SCA”), 18 U.S.C. § 2703(d).  However, the production of records created and made by the 

third-party satellite phone provider, in the ordinary course of business, did not constitute a 

search.  The Defendant had no expectation of privacy, subjective or objective, in transmissions 

he sent voluntarily from his phone to the satellite network for the purpose of making or receiving 

communications.  A satellite phone user knows that he is sending a signal from his phone to a 

satellite when he uses his satellite phone and further understands that the company providing his 

                                                           
1  Defendant Janet Meadows filed a Motion to Adopt/Join Defendant’s Motion [ECF No. 93]. 
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satellite phone service captures and records that transmission for billing and other business 

related purposes.  In fact, as the Defendant admits, the owner’s manual to the phone discloses to 

the customer that “[t]he satellite phone uses network-based positioning technology, which may 

be used to obtain a user’s approximate location and thereby affect a user’s privacy.” [ECF No. 

92-5].  

Further, even if the records obtained through the § 2703(d) did constitute a search, that 

search was reasonable under the Fourth Amendment.  The Defendant’s privacy was minimally 

effected.  The produced records were the business records of a third-party and contained no 

communications or real-time GPS tracking.  In addition, the records serve a compelling 

government interest in furthering the criminal investigation.  

    For these reasons, and others, more fully explained below, Defendant’s Motion to 

Suppress Evidence should be denied.       

STATEMENT OF RELEVANT FACTS 

In May 2016, the United States filed an application for a court order under 18 U.S.C. § 

2703(d) to compel Iridium to produce stored satellite telephone information, including historical 

geographical position data (as well as other records), for a satellite phone number ending in 

85142.  The application requested only information for March 19, 2015 through September 24, 

2015, the time period for the alleged criminal conspiracy.  

The § 2703 application to the magistrate judge contained specific and articulable facts 

showing reasonable grounds to believe Iridium's business records were relevant and material to 

the United States’ investigation. The § 2703 application provided a detailed summary of the 

evidence implicating the Defendant in the conspiracy to bring aliens to the United States at a 

place other than a designated port of entry, in violation of Title 8, United States Code, Section 

1324(a)(1)(A)(i), all in violation of Title 8, United States Code, Section 1324(a)(1)(A)(v)(I). 
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There is no dispute that a sufficient showing was made to satisfy the Stored Communications 

Act’s (SCA’s) statutory requirements. 

The magistrate judge’s order granted the § 2703 application. The court order required 

Iridium, the third-party satellite telephone service provider, to produce “[a]ll records and other 

information (not including the contents of communications) … including information regarding 

the global positioning system or other location information through which the communications 

were sent or received” for the satellite phone number ending in 85142 during the period March 

19, 2015 through September 24, 2015.   

Iridium complied with the court’s order. For the six-month time period, Iridium produced 

its stored business records for the satellite phone number ending in 85142.  These records 

showed the satellite phone transmission information, specifically each of the times in the relevant 

period when the satellite phone transmitted a signal to Iridium’s satellite network.2   

Included in the produced business records regarding the satellite phone transmissions 

were the following: 1) the date and time of the transmission; 2) the type of transmission; 3) the 

phone number of the satellite phone; 4) the serial number of the phone; 5) the duration of the 

communication; 6) the phone number of the other party to whom the satellite phone was 

communicating; 7) the approximate latitude location of the satellite phone at the time of the 

transmission; 8) the approximate longitude location of the satellite phone at the time of the 

transmission; and 9) the area and region of the world where the transmission took place.  Iridium 

also included a map that depicted the approximate location of the satellite phone at the time it 

transmitted data to the Iridium network from April 18, 2016 to April 20, 2016.  The geolocation 

                                                           
2  The satellite phone contacts the Iridium satellite network each time the phone is turned on and the 
beginning and ending of each time a communication is made using the phone, including phone calls, attempted calls, 
calls forwarded to the satellite phone by the subscriber, voicemail messages, and text messages. 
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data provided by Iridium is only accurate within a 10 kilometer area 90% of the time for 90% of 

the subscribers. 

In summary, the information Iridium provided was historical information regarding the 

location of the satellite phone when it sent a signal to the Iridium satellite network.  The location 

of the satellite phone at the time of transmission is determined solely through the signal the 

phone sends to the satellite network when it is turned on and when it attempts to make or receive 

a communication.  Iridium is able to provide an approximate location of the phone at the time of 

transmission by correlating the position of the satellite that receives the signal from the phone 

and the strength of the signal (which weakens the farther it travels) when it reaches the satellite.    

Importantly, Iridium's business records did not show (1) the contents of any call; (2) the 

contents of any satellite phone; or (3) any data at all for text messages sent or received. The 

government did not seek, nor did it obtain, any GPS or real-time location information.   

ARGUMENT 

I. THE FOURTH AMENDMENT ALLOWS THE UNITED STATES TO 
OBTAIN A 2703(d) ORDER TO COMPEL A SATELLITE PHONE 
COMPANY TO DISCLOSE HISTORICAL GEOLOCATION DATA 

A. A satellite phone customer has no privacy interest in satellite location data 
created and held by the satellite network provider where the customer knew 
that he was voluntarily transmitting signals from his phone to the satellite 
network  

The Court order obtained by the United States under 18 U.S.C. § 2703(d) of the SCA for 

production of the satellite phone provider's business records containing historical satellite 

location information as to the satellite phone number ending in 85142 was not a search under the 

Fourth Amendment.  The produced records were created by Iridium and stored on its own 

premises.  The Defendant exercised no control over the records and the Defendant knew that his 

satellite phone transmitted information to the satellites in Iridium’s network.  A customer has no 
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Fourth Amendment privacy interest in business records created and held by a third party to 

which he has no expectation of privacy. 

In United States v. Miller, 425 U.S. 435 (1976), the Supreme Court rejected a Fourth 

Amendment challenge to a third-party subpoena for bank records and explained that the bank’s 

records “are not respondent’s ‘private papers’” but are “the business records of the banks” in 

which a customer “can assert neither ownership nor possession.” Miller, 425 U.S. at 440. The 

records “pertain to transactions to which the bank was itself a party.” Id. at 441. In rejecting the 

challenge to the subpoena, the Court held “that the Fourth Amendment does not prohibit the 

obtaining of information revealed to a third party and conveyed by him to Government 

authorities, even if the information is revealed on the assumption that it will be used only for a 

limited purpose and the confidence placed in the third party will not be betrayed.” Miller, 425 

U.S. at 443. 

The Supreme Court in Smith v. Maryland, 442 U.S. 735 (1979), also determined that a 

customer has no reasonable expectation of privacy in information such as the kind Iridium 

provided here.  In Smith, the telephone company installed a pen register at the request of the 

police to record numbers dialed from the defendant’s telephone.  The Supreme Court held both 

that telephone users had no subjective expectation of privacy in dialed telephone numbers and 

also that any such expectation is not one that society is prepared to recognize as reasonable. See 

Smith, 442 U.S. at 742-44.  Regarding the customer’s subjective expectation of privacy, the 

Court stated: “we doubt that people in general entertain any actual expectation of privacy in the 

numbers they dial.  All telephone users realize that they must ‘convey’ phone numbers to the 

telephone company, since it is through telephone company switching equipment that their calls 

are completed.” Id. at 742.  The Supreme Court further held that even if the defendant had a 

subjective expectation of privacy in his dialed telephone numbers, “this expectation is not one 

Case 4:16-cr-10017-JEM   Document 96   Entered on FLSD Docket 11/14/2016   Page 5 of 18



6 
 
 

that society is prepared to recognize as reasonable.” Id. at 743 (internal quotation marks 

omitted).  The Court explained that “[t]his Court consistently has held that a person has no 

legitimate expectation of privacy in information he voluntarily turns over to third parties,” and it 

held that the user “voluntarily conveyed numerical information to the telephone company and 

‘exposed’ that information to its equipment in the ordinary course of business.” Id. at 743-44. 

The Eleventh Circuit, en banc, in United States v. Davis, 785 F.3d 498 (11th Cir.), cert. 

denied, 136 S. Ct. 479, 193 L. Ed. 2d 349 (2015) applied the Supreme Court’s reasoning in 

Miller and Smith in holding that United States’ obtaining a § 2703(d) court order for the 

production of cell-site business records did not violate the Fourth Amendment. Davis, 785 F.3d 

at 511.  The Court first stated that Davis could not assert ownership or possession of the business 

records because they were created, stored, and subjected to the control of MetroPCS, a third-

party. Id.  The Eleventh Circuit reasoned that the non-content records, that did not contain 

private communications, created by the third-party telephone company for legitimate business 

purposes, did not belong to Davis, even if they concerned him. 

In addition, the Eleventh Circuit concluded that Davis had no subjective or objective 

reasonable expectation of privacy in MetroPCS's business records showing the cell tower 

locations that connected his calls. Davis, 785 F.3d at 511.  As to the subjective expectation of 

privacy, the Eleventh Circuit stated that “cell users know that they must transmit signals to cell 

towers within range, that the cell tower functions as the equipment that connects the calls, that 

users when making or receiving calls are necessarily conveying or exposing to their service 

provider their general location within that cell tower's range, and that cell phone companies make 

records of cell-tower usage.” Id.  The Eleventh Circuit went on to hold that “[e]ven if Davis had 

a subjective expectation of privacy, his expectation of privacy, viewed objectively, is not 

justifiable or reasonable under the particular circumstances of this case.” Id.  The Eleventh 
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Circuit, following the Supreme Court’s reasoning in Smith, held that phone users knew about 

technologies and practices that the phone company used to connect calls, document charges, and 

assist in legitimate law-enforcement investigations. Id. 

The Eleventh Circuit’s holding in Davis clearly applies to the satellite phone data 

obtained here.  First, the satellite location data did not contain the private communications of the 

Defendant and were created by Iridium for legitimate business purposes, stored by Iridium, and 

subject to Iridium’s control.  The information provided by Iridium did not belong to the 

Defendant.  As a result, the procedure by which the government acquired the records at issue in 

this case involved no invasion of the Defendant's privacy. 

Further, like the defendant in Davis, the Defendant here had no subjective or objective 

reasonable expectation of privacy in Iridium’s business records of the satellite location data.  As 

explained supra, the information provided by Iridium was, in essence, the signal transmitted by 

the satellite phone to a satellite within Iridium’s network.  The satellite that received the 

transmitted signal was used to connect communications to and from the satellite phone as well as 

to locate the satellite phone so that future communications could be relayed to the phone by the 

Iridium network. 

The Defendant, in using his satellite phone and accessing the satellite network, had no 

subjective expectation of privacy.  As it is with cell phone usage, satellite phone users know that 

they must transmit signals to satellites within range, that the satellite functions as the equipment 

that connects the communication, that users are necessarily conveying or exposing their general 

location within that satellite range when they convey their communication to the satellite 

network provider, and that satellite phone companies make records of satellite usage. See Davis, 

785 F.3d at 511.  The use of the satellite network for the phone communication is something so 

apparent it is incorporated in the title of the phone itself. 
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The Defendant argues that his expectation of privacy is greater than a cell phone user 

because he had disabled the GPS capability of the phone thus assuming that his use of the 

network – even when he was accessing the satellite network to route communications to and 

from his phone – was not being recorded.  This argument is unavailing.  First, Iridium did not 

provide GPS data in response to the § 2703 and the satellite location information it provided does 

not depend on the GPS capability that was disabled by the Defendant.  The data provided by 

Iridium is information the Defendant voluntarily communicated to the Iridium satellite network 

in order to gain authorization to use the network as well as to send and receive communications. 

In addition, as the Defendant himself admits, Iridium disclosed to the user its use of the 

satellite location data to determine the user’s location.  In its user manual, in the section entitled 

“Privacy and Data Security,” Iridium states that “[t]he satellite phone uses network-based 

positioning technology, which may be used to obtain a user’s approximate location and thereby 

affect a user’s privacy.” [ECF No. 92-5]. 

The Defendant makes several other arguments in his attempt to distinguish the facts in 

Davis from those here.  Each of these arguments is also unpersuasive.  The Defendant tries to 

distinguish the information disclosed in Davis from the information Iridium produced here by 

asserting that the disclosure of a third-party cell tower used to transmit communications from a 

cell phone is demonstrably different from the disclosure of a satellite used to transmit 

communications from a satellite phone.  In fact, the only difference in the data relayed by 

Iridium is the latitudinal and longitudinal calculation that Iridium was able to perform using 

information that is almost exactly the same as the information captured and stored by the cell 

phone company in Davis.  As explained supra, Iridium is able to calculate the location of the 

satellite phone within a ten kilometer radius (not the precise location of the phone itself) by using 

the position of the satellite when it receives the phone signal and the strength of the signal when 
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it reaches the satellite.  Iridium is not, as the Defendant asserts, tracking the location of the phone 

itself.  Like cell-site data, the satellite location data Iridium produced here is comprised only of 

the signals sent by the customer to the satellite network in order to send and receive 

communications. 

In addition, the Defendant contends that he had a subjective expectation of privacy 

because he could not have known that when he was transmitting signals to the satellite network 

in order to make and receive communications that he was necessarily conveying his general 

location to the satellite phone service provider.  In support of this he proclaims that Iridium’s 

literature about the phone’s GPS service led him to believe that his voluntary use of the satellite 

network to make and receive communications would not be captured by the third-party service 

provider.  Even apart from the representation concerning the GPS, the Defendant maintains that 

he could not know that he was sending signals to Iridium’s satellites in order to connect his 

communications because, unlike cell phone technology, satellite phone technology is not 

something that a person who is using a satellite phone would understand.  These contentions fail 

to distinguish the facts in Davis.  First, literature from Iridium about the functions of the GPS 

system have no relevance to the satellite location information disclosed pursuant to the order.  

Iridium did not produce GPS data.  Satellite phones, like cell phones, have GPS tracking 

capabilities but like the cell-site data in Davis, the satellite location data does not involve a GPS 

device, real-time, or prospective tracking information.  It is merely historical information of the 

phone to satellite signal transmission stored by Iridium in its normal course of business.  

Iridium’s literature concerning the GPS signal (and the Defendant’s attempt to escape detection 

by disabling that signal) is of no import to the data at issue here.  Further, as the Defendant 

admits, and has been discussed, the Iridium literature did include a disclosure regarding the use 

of its network technology to obtain a user’s location.   
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Second, it is hardly plausible for a satellite phone user to assert that he does not know that 

the use of his satellite phone involves the transmission of a signal from his phone to a satellite.  

A user of a satellite phone has no less knowledge of the way his communications are connected 

than a cell phone user has concerning cell phone communications.3 

The Defendant’s contention regarding the alleged duration of the tracking is likewise 

misguided.  The Defendant cites to United States v. Jones, 132 S.Ct. 945 (2012), to argue that the 

order’s request for records covering a six-month period somehow transform the request into a 

search.  In Jones, the police surreptitiously installed a GPS device on a suspect's car, and they 

then used that device to monitor the suspect's movements for law-enforcement purposes over a 

period of 28 days. Id. at 948.  The holding of Jones has no application here, since this case does 

not involve any “physical intrusion” into a constitutionally protected area. See id.  As in Davis, 

the records obtained here showed historical locations of equipment – in this case satellites – used 

to transmit communications and did not involve a physical intrusion on private property. See 

Davis, 785 F.3d at 514.  Further, the records were obtained by a court order, belonged to Iridium 

which Iridium built and controlled the electronic mechanism (the satellites), and collected the 

data for a legitimate business purpose. Id.  As the Eleventh Circuit in Davis concluded, “Jones is 

wholly inapplicable to this case.” Id.4     

Even if the Defendant had a subjective expectation of privacy, his objective expectation 

of privacy is not justified or reasonable.  Satellite phone users know of the uncontroverted and 
                                                           
3  For instance, the first line in the Wikipedia entry on satellite phones reads: “A satellite telephone, satellite 
phone, or satphone is a type of mobile phone that connects to orbiting satellites instead of terrestrial cell sites. They 
provide similar functionality to terrestrial mobile telephones; voice, short messaging service and low-bandwidth 
internet access are supported through most systems.” Wikipedia, https://en.wikipedia.org/wiki/Satellite_phone (last 
visited November 14, 2016). 
 
4  The Defendant cites to a case from the Eastern District of New York, In re U.S. for an Order Authorizing 
the Release of Historical Cell-Site Information, 809 F. Supp. 2d 113 (E.D. N.Y. 2011), that found a government’s 
request for 113 days of historical cell-site data constituted a search.  The reasons for the government’s request for 
data spanning that time frame are unclear in that case, here the United States requested data for a time period 
narrowly tailored to the relevant conduct concerning the criminal investigation detailed in the application. 
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publicly available facts about the technology and practices that the satellite phone company uses 

to connect calls, document charges, and assist in legitimate law-enforcement investigations. See 

Davis, 785 F.3d at 511 (citing Smith, 442 U.S. 742-43).  Satellite phones are no different in this 

respect from cell phones and traditional land-line phones.  There is no reason to believe that 

satellite phone users lack knowledge about the function of satellites or about satellite phone 

providers’ recording the usage of the satellite network. This is especially true when billing for 

satellite phone use is based on the use of the satellite network. 

Further, as the Eleventh Circuit in Davis stated when explaining why the expectation of 

privacy analysis used for landline phone records equally applied to cell-site records, the 

methodology for determining the expectation of privacy for telephone transmissions “should not 

be set aside just because cell tower records may also be used to decipher the approximate 

location of the user at the time of the call.” Davis, 785 F.3d at 511.  In Smith, the Supreme Court 

held that the defendant there had no objective expectation of privacy where phone records 

“showed exactly where the user was – his home – at the time of the call, as the user's telephone 

number was tied to a precise address.” Id. at 512.  And the Eleventh Circuit in Davis found that 

the defendant there had no objective expectation of privacy where the cell-tower data could 

provide a proximate location of the user at the time of the call.  Like the telephone data produced 

in Smith and the cell-site data in Davis, the satellite data produced by Iridium, of the satellite 

phone transmissions voluntarily made to the third-party provider, should not be subject to a 

different methodology because the proximate location of the user can be determined at the time 

the user transmits a signal to the satellite network.  In fact, as the Court in Davis observed, the 

landline information in Smith included location data far more precise than the data provide in 

Davis.  The same applied here where Iridium provided proximate location data that gave only a 

range of 10 kilometers.  
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The Defendant has no expectation of privacy, subjective or objective, over satellite phone 

transmissions, created a stored by a third-party in the ordinary course of business, which he 

voluntarily sent to the satellite network in order to make and receive communications. 

B. Even if obtaining the satellite data was a search, the Defendant’s Fourth 
Amendment rights were not violated because the search was reasonable 

Even if this Court were to hold that obtaining Iridium’s geolocation satellite data was a 

search and the Fourth Amendment applies, “that would begin, rather than end, our analysis.” 

Davis, 785 F.3d at 516.   As the text of the Fourth Amendment indicates, the ultimate measure of 

the constitutionality of a governmental search is “reasonableness.” Fernandez v. California, 134 

S.Ct. 1126, 1132 (2014). “[A] warrant is not required to establish the reasonableness of all 

government searches; and when a warrant is not required (and the Warrant Clause therefore not 

applicable), probable cause is not invariably required either.” Vernonia School Dist. 47J v. 

Acton, 515 U.S. 646, 653 (1995).  In addition, there is a “strong presumption of constitutionality 

due to an Act of Congress, especially when it turns on what is ‘reasonable’” within the meaning 

of the Fourth Amendment. United States v. Watson, 423 U.S. 411, 416 (1976) (quotation marks 

omitted). 

The § 2703 order here is reasonable under a Fourth Amendment analysis balancing “on 

the one hand, the degree to which it intrudes upon an individual's privacy and, on the other, the 

degree to which it is needed for the promotion of legitimate governmental interests.” Wyoming v. 

Houghton, 526 U.S. 295, 300, 119 S.Ct. 1297, 1300, 143 L.Ed.2d 408 (1999).  As discussed 

supra, the Defendant had no reasonable expectation of privacy in records made, kept, and owned 

by Iridium. See Davis, 785 F.3d at 517.  Further, the intrusion on the Defendant’s privacy was 

minimal where the records do not show the content of any communications, nor precise GPS 

real-time tracking of the Defendant’s precise movements.  Instead, the data here gives a general 
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approximation, within 10 kilometers, of the user’s location at the time the signal was transmitted 

from the phone to the satellite based on the positon of the satellite and the strength of the signal.  

  In addition, a § 2703(d) court order functions as a judicial subpoena where a neutral and 

detached magistrate must find, based on “specific and articulable facts,” that there are 

“reasonable grounds to believe” that the requested records are “relevant and material to an 

ongoing criminal investigation.”  In sum, the 2703(d) order here at issue comports with 

applicable Fourth Amendment principles. Hence, that order was constitutionally reasonable, 

even if the Defendant had “the requisite Fourth Amendment interest to challenge the validity of” 

the order. See Miller, 425 U.S. at 446. 

On the other hand, the geolocation satellite phone records produced here serve 

compelling governmental interests.  As has been well documented, the societal interest in 

promptly apprehending criminals and preventing them from committing future offenses is 

“compelling.” See United States v. Salerno, 481 U.S. 739, 750–51, 107 S.Ct. 2095, 2103, 95 

L.Ed.2d 697 (1987); Davis, 785 F.3d at 518.  

A balancing of interests supports the reasonableness of the 2703(d) order at issue here. 

The Defendant had a diminished expectation of privacy in business records made, kept, and 

owned by Iridium, and the records that were produced were minimally invasive to the 

Defendant’s privacy.  In addition, the government's compliance with the privacy-protecting 

provisions of the SCA further safeguarded the Defendant’s privacy.  The privacy interests were 

balanced by the substantial governmental interests in the records sought.  As such, if the 

production of records here were a search in the Fourth Amendment context, that search was 

reasonable. 
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C. The good-faith exception applies 

The exclusionary rule does not apply to evidence obtained by law-enforcement officers 

who acted in objectively reasonable reliance on a subsequently invalidated statute. Illinois v. 

Krull, 480 U.S. 340, 349-55 (1987). As confirmed by the abundance of judicial authority 

upholding the constitutionality of the SCA, see, e.g., In re U.S. for Historical Cell Site Data, 724 

F.3d 600, 615 (5th Cir. 2013); United States v. Graham, 846 F. Supp. 2d 384, 396 (D. Md. 

2012), it was not unreasonable for the government to rely on the 2703(d) order here at issue. See 

Graham, 846 F. Supp. 2d at 405.  

Finally, the magistrate judge did not err in finding that the satellite phone records for the 

time period spanning the criminal conspiracy were “relevant and material to an ongoing criminal 

investigation.”  Satellite data for periods of time requested enabled law enforcement to determine 

the movements of the Defendant during the times in which known aliens were smuggled by the 

Defendant, other possible unknown smuggling operations, and regular international travel which 

would tend to refute claims that the Defendant was not familiar with the smuggling route or the 

requirements for persons entering the United States through international waters. Similarly, 

satellite location data spanning the period of the charged conspiracy (and not just the discrete 

points in time when the particular substantive offenses were committed) could have helped to 

confirm that the phone registered to the Defendant was used and belonged to him, by placing the 

phone user in the vicinity of various events to which the Defendant could be tied. 

Law enforcement reasonably relied on the § 2703(d) order issued here for the satellite 

phone data produced by Iridium and exclusion is not a proper remedy. 
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D. The Wireless Communication and Public Safety Act does not create a 
reasonable expectation of privacy in historical cell-site records  

The Defendant errs in suggesting that a separate statute, the Wireless Communication 

and Public Safety Act of 1999 (“WCPSA”), Pub. L. No. 106-81, § 5, 113 Stat. 1286 (1999), is 

relevant to whether there is an expectation of privacy under the Fourth Amendment in 

historical satellite location information. See Magistrate Judge Opinion, 747 F. Supp. 2d at 841-

43. Any argument that the WCPSA creates a Fourth Amendment privacy interest is foreclosed 

by the Supreme Court’s rejection of the proposition that statutes can create a constitutional 

reasonable expectation of privacy in City of Ontario v. Quon, 130 S. Ct. 2619 (2010).  In Quon, 

the defendant argued that a violation of 18 U.S.C. § 2702 rendered a search of his text 

messages unreasonable under the Fourth Amendment. The Supreme Court rejected the notion 

that § 2702 created Fourth Amendment rights: “Respondents point to no authority for the 

proposition that the existence of statutory protection renders a search per se unreasonable under 

the Fourth Amendment. And the precedents counsel otherwise.” Id. at 2632 (citing Virginia v. 

Moore, 553 U.S. 164, 168 (2008), and California v. Greenwood, 486 U.S. 35, 43 (1988)).  

Similarly, in United States v. Kington, 801 F.2d 733, 737 (5th Cir. 1986), the Court held that 

the Right to Financial Privacy Act did not create Fourth Amendment rights and stated that 

“[t]he rights created by Congress are statutory, not constitutional.” 

In any case, the WCPSA allows compelled disclosure pursuant to a 2703(d) order. In 

particular, the WCPSA amended 47 U.S.C. § 222, which provides that “[e]xcept as required by 

law or with the approval of the customer, a telecommunications carrier that receives or obtains 

customer proprietary network information by virtue of its provision of a telecommunications 

service shall only use, disclose, or permit access to individually identifiable customer 

proprietary network information” in certain specified situations. 47 U.S.C. § 222(c)(1) 
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(emphasis added).6 The phrase “except as required by law” encompasses appropriate criminal 

legal process. See Parastino v. Conestoga Tel & Tel. Co., 1999 WL 636664, at *1-*2 (E.D. Pa, 

Aug. 18, 1999) (holding that a valid subpoena falls within the “except as required by law” 

exception of § 222(c)(1)). 

Because there is no actual conflict between § 2703(d) and the WCPSA, and given the 

“strong presumption of constitutionality” of federal statutes challenged on Fourth Amendment 

grounds, United States v. Watson, 423 U.S. 411, 416 (1976), there is no basis to conclude that 

Congress intended to render one of its statutes unconstitutional by enacting another. Moreover, 

47 U.S.C. § 222(c)(1) protects not only satellite phone location information; it protects all 

“individually identifiable customer propriety network information,” which includes dialed 

phone numbers. Thus, the Defendant’s reasoning suggests that even use of a traditional 

telephone pen register could violate the Fourth Amendment, as dialed telephone numbers are 

also protected by § 222. This result is inconsistent with Smith v. Maryland, and it should be 

rejected. 

Finally, the Defendant’s argument as to the United States’ supposed reliance on the Pen 

Register statute, 47 U.S.C. 1002(a)(2)(B) is mistaken. (Defendant’s Motion at p. 18).  While 

that section of the statute states that information obtained “solely pursuant to authority for pen 

registers and trap and trace devices” shall not include information that discloses the physical 

location of the subscriber, the information here was not obtained “solely pursuant to authority 

for pen registers…”, it was obtained through the SCA’s 2703(d).  While those two provisions 

have a similar standard of “relevant to an ongoing criminal investigation,” there is a key 

difference.  Using 2703(d) has the extra protection of requiring the government to present 

specific and articulable facts that provide reasonable grounds to believe the info to be obtained 
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is relevant and material.  The Pen Register statute only requires that the government certify that 

the info is likely to be relevant, but does not require any presentation of facts to the Court.5 

For these reasons, the WCPSA and Pen Register do not trump the authorization granted 

by the SCA. 

CONCLUSION 

 WHEREFORE, for the foregoing reasons, the undersigned respectfully requests that this 

Honorable Court enter an order denying the Defendant’s Motion to Suppress Evidence and 

Supplemental Memorandum to Suppress Evidence of the Satellite Phone Location.  

       

Respectfully submitted, 

       WIFREDO A. FERRER 
       UNITED STATES ATTORNEY 

 
      By:  /s/Matthew J. Langley                               
       Matthew J. Langley  

Assistant United States Attorney 
Florida Bar No. 97331 
99 Northeast 4th Street, 6th floor 
Miami, Florida 33132-2111 
Tel: (305) 961-9123 
Fax: (305) 530-7976  

                                                           
5  In addition, the cases the Defendant cites for its assertion that courts have barred the use of the SCA to 
obtain historical cell site location information expressly barred by § 1002(a)(2)(B) are each out of circuit cases that 
each deal with prospective, and not historical, information.  (Defendant’s Motion at p. 18, fn. 15). 
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CERTIFICATE OF SERVICE 

I HEREBY CERTIFY that a true and correct copy of the foregoing was filed with the 

Court using CM/ECF this 14th day of November, 2016. 

 

/s/Matthew J. Langley                         
       Assistant United States Attorney 
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