
UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

Case No. 16-10017-CR-MARTINEZ/SNOW

UNITED STATES OF AMERICA, 

v.

LAWRENCE BLESSINGER, et al.,

______________________________/

DEFENDANT’S SUPPLEMENTAL MEMORANDUM IN SUPPORT OF
 [DE 76] MOTION TO SUPPRESS EVIDENCE OF UNLAWFUL 

PASSIVE LOCATION MONITORING OBTAINED FROM 
IRIDIUM SATELLITE PHONE COMMUNICATIONS

The Defendant, LAWRENCE BLESSINGER, through undersigned counsel and

pursuant to Fed. R. Crim. P. 12(b)(3)(C), the Wireless Communications and Public

Safety Act (“WCPSA”), 47 U.S.C. § 222, and the Fourth Amendment to the United

States Constitution, respectfully submits this supplement to his pending motion to

suppress the evidence obtained, directly or indirectly, from Iridium Satellite Phone

Communications pursuant to Magistrate Judge Patrick A. White’s Order dated May

27, 2016 [DE 76 (motion to suppress)]. Magistrate Judge White’s Order permitted the

government to subpoena “Iridium Satellite Phone Communications” (hereinafter

“Iridium”),1 the manufacturer and service provider for the Defendant’s satellite

telephone, for the historical satellite site location information (“SSLI”) of his phone

for the six month period between March 19, 2015 and September 24, 2015.  In further

support of his motion to suppress, the Defendant states the following:

1 While the application and order used the name quoted in the text, the publicly traded company’s
actual name is Iridium Communications, Inc. (formerly Iridium Satellite LLC). 
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1. In March 2015, Defendant purchased an Iridium satellite phone.

According to Iridium manuals and public statements, its phones work through a

system of 66 Low Earth Orbit (“LEO”) satellites and the company claims coverage

everywhere on Earth. The company also has close ties to the U.S. Department of

Defense (“DoD”) with nearly a quarter of its revenue coming from defense contracts.

See Exhibit 1, Iridium Everywhere, U.S. Department of Defense Awards Iridium $400

Million, Five-Year Contract of Iridium(R) Airtime Services (Oct. 21, 2013).2 The

phone connects with DoD’s Defense Information Systems Agency (DISA), which

reportedly encrypts the voice communications to National Security Agency Type 1

levels of security.  Id.

2. For ordinary consumers, Iridium’s product brochure advertises that the

phone can provide “real time tracking” through “on-demand tracking” anywhere in

the world.  See Exhibit 2, Iridium Extreme Satellite Phone brochure. The brochure

promises consumers that the “tracking on demand” feature may be disabled “for

stealth operations.”  Id. That promise, however, is untrue. Iridium can and does track

the phone’s location automatically – not only when in use to send or receive calls but

also when the phone is merely turned on. Moreover, the Iridium system tracks the

location of the phone itself even if the phone’s GPS function was never enabled or

was deliberately disabled by the consumer.

2 In addition to announcing the 2013 $400 million contract, Iridium’s press release indicated that
DoD was its largest single customer and provided DoD with 40% of its satellite communications
needs (expected to reach 68% over the next decade). 
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3. On September 13, 2016, undersigned counsel and the prosecutor jointly

interviewed a representative of Iridium, Tomas Lopez, concerning the manner in

which the phone functions. As Mr. Lopez explained, Iridium’s satellites will track the

phone’s location once the phone is turned on and used for the first time through what

he described as “Doppler shifts,” which he explained was part of the “registration.”

This “Doppler shift” technology works independently from the GPS function and

cannot be disabled by the consumer. Cell phones employ a similar technology. As one

court explained:

[C]ell phones, when turned on and not in airplane mode, are always
scanning their network’s cellular environment. Luna Decl. ¶ 3B. In so
doing, cell phones periodically identify themselves to the closest cell
tower – i.e., the one with the strongest radio signal – as they move
throughout their network’s coverage area. Blaze Testimony at 50. This
process, known as “registration” or “pinging,” facilitates the making and
receiving of calls, the sending and receiving of text messages, and the
sending and receiving of cell phone data. See id. Pinging is automatic
and occurs whenever the phone is on, without the user’s input or
control. U.S. Dep’t of Homeland Sec., Lesson Plan: How Cell Phones
Work 9 (2010) (“DHS Lesson Plan”), available at
https://www.eff.org/files/ filenode/3259_how_cell_phones_work_lp.pdf.
A cell phone that is switched on will ping the nearest tower every seven
to nine minutes. Id. At oral argument, the Court was informed that at
least some cellular service providers keep track of the CSLI generated by
registration “pings.” Hr’g Tr. at 4:19–5:6.

In re: Application for Telephone Information Needed for a Criminal Investigation,

119 F. Sup. 3d 1011, 1014 (N.D. Cal. 2015) (emphasis added.)3

3 See also Steven M. Franklin, Big Brother is Watching You: Government Surveillance Through
Cell-Site Location Information and the Fourth Circuit’s Attempt to Stop It, 51 Wake Forest L. Rev.
493 (Summer 2016); Brian L. Owsley, TriggerFish, StingRays, and Fourth Amendment Fishing
Expeditions, 66 Hastings L.J. 183, 188-89 (2014) (stating that registration occurs as frequently as
every seven seconds).
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4. Iridium’s passive tracking system is not disclosed in any documents

shown to consumers. For example, Iridium’s web site contains copies of a Privacy

Statement and the General Terms and Conditions of Use Agreement. See Exhibits 3

and 4, respectively. The Privacy Statement discloses only that Iridium collects

personal information such as the consumer’s internet protocol address, browser type

and access times. Neither statement discloses that Iridium can and will track the

consumer’s location at all times so long as the phone is turned on and even if the

consumer has not enabled or has disabled the GPS tracking function. In contrast, cell

phone companies disclose that they constantly monitor the phone’s location and may

disclose that information to the government.4 

5. When purchasing an Iridium phone, the customer also receives a User

Manual. Relevant excerpts from the Manual are attached hereto as Exhibit 5.  In

4 Both Verizon and AT&T publish privacy policies telling their subscribers that
location information is collected and may be turned over to the government. Verizon
informs its subscribers, “We collect information about your use of our products,
services and sites. Information such as ... wireless location....” Verizon, Privacy
Policy (updated June 2015) (“Verizon Policy”), available at
http://www.verizon.com/about/privacy/policy/. “We may,” Verizon’s policy
continues, “disclose information that individually identifies our customers or
identifies customer devices in certain circumstances, such as: to comply with valid
legal process including subpoenas, court orders or search warrant.” Id.... 

AT&T, for its part, tells subscribers that it will collect their “location information,”
which includes “the whereabouts of your wireless device.” AT&T, Privacy Policy
(effective Sept.  16,  2013) (“AT&T Policy”),  available at
http://www.att.com/gen/privacy-policy?pid=2506. “Location information,” says AT
& T’s policy, “is generated when your device communicates with cell towers, Wi–Fi
routers or access points and/or with other technologies, including the satellites that
comprise the Global Positioning System.” Id. The AT&T policy states that AT & T
“automatically collect[s] information” when the user uses AT&T’s network, and that
AT&T may provide this information to “government agencies” in order to “[c]omply
with court orders.” Id. 

In re: Application for Telephone Information, 119 F. Supp. 3d at 1017-18.
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Chapter 14, entitled “GPS and Location-Based Services,” Iridium states that the

location features “allow you to view, sent, or restrict your location information.” Id.

at p. 161 (emphasis added). The Manual then provides detailed instructions about how

to enable, program and disable the GPS system. The original default setting has the

GPS function disabled, so the customer must affirmatively choose to enable the GPS

location functions.  When enabled, Iridium discloses that “the GPS receiver

automatically saves your location to your phone when the phone is turned on even if

the GPS receiver is off.”5 However, when the GPS is disabled and the GPS Settings

Lock is on, “then a ‘No location information available’ message will be displayed....”

Id. at p. 176.  

6. Although the Manual contains detailed instructions on the GPS system,

it does not even mention the existence of Iridium’s passive Doppler-based tracking

system that records the latitude and longitude of the phone and the person using it

anywhere on earth. The only clue that such a system might exist is an oblique

statement in the “Privacy and Data Security” section of the Manual: “The satellite

phone uses network-based positioning technology, which may be used to obtain a

user’s approximate location and thereby affect a user’s privacy.” Id. at p. 199.  Finally,

buried in the “Conditions of Use and Limitations of Liability” section, the Manual

states that by using the phone and its services, the consumer automatically

“consent[s]” to “Iridium’s disclosure of user information” including “location

information” to “governmental and quasi-governmental agencies where Iridium deems

5 The GPS On/Off feature is separate from the preliminary Enabled/Disabled option. Id. at pp. 163-
64.
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it necessary in its sole discretion to respond to an exigent circumstance.” Id. at p. 201

(emphasis added). Again, however, the Manual does not disclose the existence of any

non-GPS based passive monitoring system or what it considers “exigent

circumstances.”

7. According to Mr. Lopez, Iridium keeps records of its passive tracking

system for seven years - a duration far beyond any reasonable business purpose.6 

8. To be sure, under current Iridium technology, the passive tracking is less

accurate than GPS tracking. Mr. Lopez stated that GPS tracking was accurate to 10

meters, while the passive tracking was accurate to 10 kilometers. However, that

technology is based on Iridium’s original 66 satellites, most of which were launched

in the late 1990’s.  Iridium is in the process of launching an updated constellation of

satellites called “Iridium Next” which reportedly includes “technology enabling space-

based surveillance and emergency tracking of airliners around the globe.”  Andy

Pasztor, “Aging Iridium Network Waits for Key Satellite Replacements,” The Wall

Street Journal , August 23, 2016, attached hereto as Exhibit 6. In February 2016,

Iridium was also awarded a $8.57 million contract with the U.S. Defense Information

Systems Agency to make upgrades and enhancements to DoD’s Iridium gateway. See

6 It is also longer, far longer in most instances, than cell site location information is stored by
wireless carriers: AT&T stores data for five years, Sprint/Nextel for 18 months, and MetroPCS for
six months. Letter from Timothy P. McKone, Executive Vice President, AT&T, to Rep. Edward J.
Markey 3 (Oct. 3, 2013) (http://www.markey.senate.gov/imo/media/doc/2013-10-
03_ATT_re_Carrier.pdf); Letter from Charles W. McKee, Vice President, Sprint Nextel, to Hon.
Edward J.  Markey 2 (Oct. 3, 2013) (http://s3.documentcloud.org/documents/889100/response-
sprint.pdf); MetroPCS, MetroPCS Subpoena Compliance, Attach. A to Letter from Steve Cochran,
Vice President, MetroPCS Commc’ns, Inc., to Rep. Edward J. Markey (May 23, 2012), available
at  ht tp: / /web.archive.org/web/20130318011325/http:/ /markey.house.gov/si tes/
markey.house.gov/files/documents/MetroPCS%20Response%20to%20Rep.%20Markey.PDF.
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Exhibit 7, Iridium Everywhere, U.S. Department of Defense Awards Iridium $8.57

Million Task Order for Gateway Modernization (Feb. 18, 2016). As with cell phone

technology, Iridium’s Doppler-tracking is likely to become more and more accurate.7

9. Sometime in May 2016, the government filed an ex parte Application

with Magistrate Judge White pursuant to the Stored Communications Act (“SCA”),

18 U.S.C. § 2701 et seq., seeking an order directing Iridium to turn over to the

government all records and “information” concerning the location of Mr. Blessinger’s

phone, including its latitude and longitude locations.  Although the Application did

not specifically refer to Iridium’s Doppler system, the breadth of both the Application

and Order necessarily covered those records. See Exhibit 8. 

10. Subsection 2703(d) of the SCA permits the government to seek court

orders directing telephone service providers to “disclose a record or other information

pertaining to a subscriber to ... such service” based only on a showing of “reasonable

grounds to believe” that the information sought would be “relevant and material to an

ongoing criminal investigation,” rather than “probable cause” as required by the

Fourth Amendment. The Application sought not only “records” from Iridium, such

as the Defendant’s service contract, contact information and pen-register type data,

but also any records or information recording the Defendant’s minute-by-minute

location during an entire six month period. Moreover, the Application sought all such

7 Cell phones, which contain a similar pinging or registration system, are already accurate to within
50 meters or less and “[e]merging versions of the technology are even more precise.” See Brian L.
Owsley, Cell Phone Tracking in the Era of United States v. Jones and Riley v. California, 2015
Criminal Law Symposium: the Fourth Amendment in the 21st Century Panel Two: What Is (should
Be) the Scope and Limitation of Police Power to Track Suspects, 48 Tex Tech L. Rev. 207, 208 (Fall
2015) (footnotes omitted).
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data, i.e., even if the Defendant never enabled or had intentionally disabled the

phone’s GPS tracking feature.

11. On May 27, 2016, Magistrate Judge White granted the application. See

Exhibit 9. Since the government’s Application did not specifically refer to the

Doppler system’s passive tracking capability and since that capability is not common

knowledge, it is highly doubtful that Magistrate Judge White was even aware that his

order covered the passive tracking information.

12. The government utilized the longitude and latitude location information

provided by Iridium to track the phone as it traveled across the ocean to and from the

Bahamas and plans to introduce that evidence against the defendant at trial. See

Exhibit 10, Digital Forensic Analytical Report of Iridium Phone Data. The raw data

obtained from Iridium shows how the phone’s movements were secretly recorded on

literally dozens of occasions between March 24 and May 28, 2015 in particular. See

Exhibit 11. Yet the government has never alleged that Blessinger enabled the phone’s

GPS tracking system. 

13. As demonstrated in the following Memorandum, the use of the authority

of the SCA to obtain location tracking data from Iridium, despite Iridium’s assurances

that such tracking was not possible unless the GPS function was enabled, constitutes

an extraordinary, indeed Orwellian intrusion into the Defendant’s reasonable

expectation of privacy. The Court should construe the Fourth Amendments as

forbidding the government from using Iridium’s secret tracking information at least

where, as here, Iridium – unlike any known cellular phone company – has

-8-
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affirmatively led its customers into believing that they had a reasonable expectation

of privacy so long as the GPS function was not enabled. In this situation, the Fourth

Amendment requires a warrant based on a showing of “probable cause” and not

merely a subpoena based on a diluted showing of mere “relevance.” 

MEMORANDUM

I. THE DEFENDANT HAD A REASONABLE EXPECTATION THAT HIS
LOCATION WOULD REMAIN PRIVATE BECAUSE IRIDIUM LED HIM TO
BELIEVE THAT HIS LOCATION WOULD NOT BE TRACKED UNLESS AND
UNTIL HE ENABLED THE PHONE’S GPS SYSTEM                               

Location surveillance, particularly over a long period of time, can reveal a great

deal about a person. “A person who knows all of another’s travels can deduce whether

he is a weekly church goer, a heavy drinker, a regular at the gym, an unfaithful

husband, an outpatient receiving medical treatment, an associate of particular

individuals or political groups—and not just one such fact about a person, but all such

facts.” United States v. Maynard, 615 F.3d 544, 562 (D.C. Cir. 2010), aff’d sub nom.

United States v. Jones, 132 S. Ct. 945 (2012).  Nonetheless, the government believes

that the constitutionality of Magistrate Judge White’s order was resolved by the en

banc Eleventh Circuit’s holdings in United States v. Davis, 785 F.3d 498 (11th Cir.

2015) (en banc). We respectfully disagree.

Davis acknowledged that the “lodestar” for determining whether a search falls

within the requirements of the Fourth Amendment is the reasonable-expectation-of-

privacy test set forth in Katz v. United States, 389 U.S. 347, 360 (1967).  See Davis,

785 F.3d at 506. That test requires a two-part inquiry, one subjective and the other

objective. First, the defendant must have “a subjective expectation of privacy in the

-9-
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object of the challenged search.” Davis, 785 F.3d at 507, quoting California v.

Ciraolo, 476 U.S. 207, 211 (1986). Second, the defendant’s expectation must be one

that society is willing to accept as reasonable. Ciraolo, 476 U.S. at 211. 

The Davis court also recognized that the Katz test was an alternative to the

Supreme Court’s trespass-based precedents, concluding that “[t]he reach of the Fourth

Amendment now does not turn on the presence or absence of a physical intrusion.”

Davis, 785 F.3d at 507. Davis applied this test to regular cell phone usage and held

that customers did not have a reasonable expectation of privacy in the cell tower

location data. While the Defendant contends that Davis was wrongly decided and will

eventually be overruled by the Supreme Court, he understands that this Court is bound

to follow Davis until that occurs. However, Davis is also readily distinguishable under

the factual setting here for five reasons.

First, Davis only involved the disclosure of the location of a third-party cell

tower and not the disclosure of the location of the phone itself, a distinction deemed

significant by the Eleventh Circuit. 785 F.3d at 504 (“This MetroPCS glossary, along

with its toll records, allowed the government to determine the precise physical

location of the cell towers that connected calls made by and to Davis’s cell phone

around the time of the robberies, but not the precise location of that cell phone or of

Davis.”) (emphasis in original). In this case, Iridium was tracking the location of the

phone itself using latitude and longitude coordinates. 

Second, and even more importantly, the Eleventh Circuit’s holding was based

on an “implied consent” theory that is inapplicable here. The court thus ruled that a

-10-

Case 4:16-cr-10017-JEM   Document 92   Entered on FLSD Docket 10/27/2016   Page 10 of 20



user of a regular cell phone has no “reasonable”  expectation of privacy in cell tower

data because “cell users know that they must transmit signals to cell towers within

range, that the cell tower functions as the equipment that connects the calls, that users

when making or receiving calls are necessarily conveying or exposing to their service

provider their general location.” 785 F.3d at 511 (emphasis added). See also id.

(stating that the “unreasonableness in society’s eyes dooms Davis’ position under

Katz,” because the Supreme Court in  Smith v. Maryland, 442 U.S. 735 (1979),

“presumed that phone users knew of uncontroverted and publicly available facts about

technologies and practices that the phone company used to collect calls, document

charges, and assist in legitimate law enforcement investigations”). Indeed, the

Eleventh Circuit referred to evidence implying that Davis had actual knowledge that

MetroPCS would keep track of his calls. Id. at 511 (Davis’ use of a fictitious alias to

register his phone “demonstrate[d] his understanding that such cell tower location

information is collected by MetroPCS and may be used to incriminate him”). 

No such “presumption” is rational here because the “publicly available facts”

– Iridium’s own publications – misled its customers into believing that their locations

cannot and, therefore, would not be tracked unless the GPS function is enabled.8

8 Although Iridium’s misrepresentations distinguish Davis, the Defendant also fundamentally
disagrees with Davis’s implied consent theory generally. See also Tracey v. State, 152 So.3d 504,
523 (Fla. 2014) (“Requiring a cell phone user to turn off the cell phone just to assure privacy from
governmental intrusion that can reveal a detailed and intimate picture of the user’s life places an
unreasonable burden on the user to forego [sic] necessary use of his cell phone, a device now
considered essential by much of the populace.”); In re U.S. for an Order Authorizing the Release
of Historical Cell–Site Info., 809 F. Supp. 2d 113, 127 (E.D.N.Y.2011) (“The fiction that the vast
majority of the American population consents to warrantless government access to the records of
a significant share of their movements by ‘choosing’ to carry a cell phone must be rejected.”).

-11-
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Moreover, studies reveal that 82% of American adults consider details of their

physical location over time to be sensitive information.9 And, a 2013 survey found

that 69% of American smart phone users did not like the idea of being tracked.10 It

cannot be “unreasonable” for Iridium’s customers to believe that they have an

expectation of privacy by believing the company’s own representations about how the

phone works. 

Third, even apart from Iridium’s misrepresentations, unlike cell phone

technology, it is not “common knowledge” how satellite phone technology works

generally – that Iridium actually owns (perhaps in conjunction with the Defense

Department) the satellites used for the phone’s operation and keeps records of the

phone’s location for years on end.  The Eleventh Circuit in Davis did not consider or

rule on the constitutionality of the secret, perpetual and passive tracking of a person’s

actual phone even when the customer is misled into believing secrecy exists so long

as the GPS feature is not operating. See also id. at 524 (Jordan, J., concurring)

(“Finally, it is important to reiterate that the cell site information was generated from

calls Mr. Davis made and received on his cellphone, and was not the result of his

merely having his cellphone turned on. There was, in other words, no passive tracking

9 See Pew Research Ctr., Public Perceptions of Privacy and Security in the Post–Snowden Era 32
(2014) (http://www.pewinternet.org/files/2014/11/PI_PublicPerceptionsofPrivacy_111214.pdf). This
figure is higher than the percentage of individuals surveyed who consider their relationship history,
religious or political views, or the content of their text messages to be sensitive. Id. at 2–3.

10 See David Deasy, TRUSTe Study Reveals Smartphone Users More Concerned About Mobile
Privacy Than Brand or Screen Size, TRUSTe Blog (Sept. 5, 2013)
(http://www.truste.com/blog/2013/09/05/truste-study-reveals-smartphone-users-more-concerned-
about-mobile-privacy-than-brand-or-screen-size.
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based on Mr. Davis’ mere possession of a cellphone, and I do not read the Court’s

opinion as addressing such a situation.”).

Fourth, the duration of the tracking at issue here distinguishes Davis. The

records there were only for 67 days. Here, the records sought by the government

covered half an entire year. The Supreme Court made clear in United States v. Jones,

132 S.Ct. 945 (2012),  that when the government engages in prolonged location

tracking, it conducts a search under the Fourth Amendment.  Jones involved law

enforcement’s installation of a GPS tracking device on a suspect’s vehicle and use of

that device to track his location for 28 days. Id. at 947. Although the majority opinion

relied on a trespass-based rationale to determine that a search had taken place, id. at

949, it specified that “[s]ituations involving merely the transmission of electronic

signals without trespass would remain subject to Katz analysis.” 132 S.Ct.  at 953

(emphasis added).  Five Justices conducted a Katz analysis and concluded that longer-

term location tracking violates reasonable expectations of privacy. Id. at 960, 964

(Alito, J., concurring in the judgment); id. at 955 (Sotomayor, J., concurring).

If tracking a car’s location for 28 days, as in Jones, violates an expectation of

privacy that society is prepared to recognize as reasonable, then seeking records of a

satellite phone’s location for a period of six months necessarily does as well. Just as

“society’s expectation has been that law enforcement agents and others would not .

. . secretly monitor and catalogue every single movement of an individual’s car for a

very long period,” Jones, 132 S. Ct. at 964 (Alito, J., concurring in the judgment), so,

-13-
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too, is it society’s expectation that government agents would not track the location of

one’s satellite or cell phone for six months.11 

In In re U.S. for an Order Authorizing the Release of Historical Cell-Site

Information, 809 F. Supp. 2d 113 (E.D. N.Y. 2011), the court concluded that the

government's request for at least 113 days of historical cell-site-location records for

an individual’s cell phone constituted a “search” under the Fourth Amendment, at

least in part because such records were “long term.” Concluding that cell phone users

have a reasonable expectation of privacy in their long-term cell-site-location records,

the court noted that the records at issue captured enough of the user’s location

information for a long enough time period to depict a sufficiently detailed and intimate

picture of his movements. The tracking sought by the government in this case was

even longer than in the foregoing case. 

Fifth, Davis did not consider (because the defendant there did not make the

argument) the impact of the Wireless Communications and Public Safety Act, 47

U.S.C. § 222 (“WCPSA”), on its “implied consent” rationale.  To that issue we now

turn.

II. THE DEFENDANT’S EXPECTATION OF PRIVACY WAS ALSO
REASONABLE IN LIGHT OF THE WCPSA                                                         

11 Although the shadow Doppler-based tracking capabilities of satellite phones are not  yet as precise
as GPS tracking, the precision of both satellite and cell phone passive tracking systems has been
steadily increasing with no end in sight. However, even imprecise information can enable law
enforcement to infer the exact location of a phone over time. In re Application of the U.S. for an
Order Directing a Provider of Elec. Commc’ns Serv. to Disclose Records to the Gov’t, 620 F.3d
304, 311 (3d Cir. 2010). Indeed, that is exactly how the government plans to use the Iridium
information. The exhibit prepared by the government tracks the Defendant’s satellite phone from
Florida, across international waters to the Bahamas and back to the Florida Keys.  The government
plans to use this evidence to support its claim that he was involved in a conspiracy to bring illegal
aliens into the United States via the Florida Keys from the Bahamas. 
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In the WCPSA, Congress specifically addressed consumers’ interests in

maintaining control over even their cell phone location information. The Act, among

other things, amended the Communications Act of 1934 and the Telecommunications

Act of 1996. In the Telecommunications Act, Congress originally defined the term

“customer proprietary network information” to mean “information that relates to the

quantity, technical configuration, type, destination, and amount of use of a

telecommunications service subscribed to by any customer of a telecommunications

carrier, and that is made available to the carrier by the customer solely by virtue of the

carrier-customer relationship.”  47 U.S.C. § 222(h)(1). In 1999, Congress then

explicitly amended the definition to include location information within the definition

of “customer proprietary network information.” 47 U.S.C. § 222(h)(1)(A).12 In

amending the statute, Congress also provided that even cell phone user’s information

is private, notwithstanding the fact that the telecommunications provider has access

to it:

Except as required by law or with the approval of the customer, a
telecommunications carrier that receives or obtains customer proprietary
network information by virtue of its provision of a telecommunications
service shall only use, disclose, or permit access to individually
identifiable customer proprietary network information in its provision of
(A) the telecommunications service from which such information is
derived, or (B) services necessary to, or used in, the provision of such
telecommunications service, including the publishing of directories.

12 Section 222(h)(1)(A) now provides:

The term ‘customer proprietary network information’ means information that relates
to the quantity, technical configuration, type, destination, location, and amount of
use of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer
solely by virtue of the carrier-customer relationship.” (emphasis added.)
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47 U.S.C. § 222(c)(1) (emphasis added).  

Thus, unless the consumer has expressly authorized the use, “a customer shall

not be considered to have approved the use or disclosure of or access to” the

consumer’s “call location information.” 47 U.S.C. § 222(f)(1).13 See also In re

Application for Pen Register & Trap/Trace Device With Cell Site Location Auth., 396

F. Supp. 2d 747, 757 (S.D. Tex. 2005) (explaining that “location information is a

special class of customer information, which can only be used or disclosed in an

emergency situation, absent express prior consent by the customer”). Although the act

contains exceptions for billing and safety purposes, see 47 U.S.C. § 222(d), none of

these exceptions includes assistance to law enforcement via subpoena. 

The legislative history of the WCPSA confirms that Congress was particularly

concerned about the location tracking capabilities of cell phones and similar devices.

The sponsor of the legislation, Representative Edward Markey, thus observed: 

[Cell phone] technology also avails wireless companies of the ability to
locate and track individual’s movements throughout society, where you
go for your lunch break; where you drive on the weekends; the places
you visit during the course of a week is your business. It is your private
business, not information that wireless companies ought to collect,
monitor, disclose, or use without one’s approval.

13 Section (f)(1) provides:

For purposes of subsection (c)(1) of this section, without the express prior
authorization of the customer, a customer shall not be considered to have approved
the use or disclosure of or access to–

(1) call location information concerning the user of a commercial mobile service (as
such term is defined in section 332(d) of this title) or the user of an IP-enabled voice
service (as such term is defined in section 615b of this title), other than in accordance
with subsection (d)(4) of this section....
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145 Cong. Rec. 24,989 (1999). Location tracking also entered into Representative

Markey’s views about companies selling customer information in part because

“[w]herever your cell phone goes becomes a monitor of all of your activities.” Id.  

Representative Thomas Bliley expressed similar concerns, stating that “[i]t is not

appropriate to let government or commercial parties collect such information or keep

tabs on the exact location of individual subscribers.” 145 Cong. Rec. 24, 992

(emphasis added). Therefore, one key purpose for the legislation was to “ensure that

such call location information is not disclosed without the authorization of the user,

except in emergency situations, and only to specific personnel.” Id. The legislation

was also not merely designed to curb commercial uses of the information but to

protect consumers from the government as well.  See, e.g., 145 Cong. Rec. 24,991 (

“we do not want Big Brother looking over our shoulders,” statement of Rep. Gene

Green); 145 Cong. Rec. 24,989 (the privacy amendment “protects us from

Government knowing where you are going and what you are doing in your life,”

statement of Rep. Wilburt Tauzin). 

In United States v. White, 62 F. Supp. 3d 614, 623 (E.D. Mich. 2014), the court

held that due to § 222, a consumer does not consent to the use or dissemination of call

location information simply by using a cell phone.  To the contrary, consumers

“reasonably may expect their providers to comply with the law.” Id.14 

14 As previously noted, the Eleventh Circuit in Davis did not address the potential impact of the
WCPSA on its views.  The Fifth Circuit rejected the argument but only in a footnote and without
detailed analysis. See In re Application of U.S. for historical Cell Site Date, 724 F.3d 600, 608 n.
10 (5th Cir. 2013).
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Any reliance by the government on the third-party/voluntary consent theories

is also undermined by the Pen Register statute, 47 U.S.C. § 1002.  Subsection

(a)(2)(B) expressly prohibits the government from using the information to trace the

“physical location” of the caller. Id. (“...such call-identifying information shall not

include any information that may disclose the physical location of the subscriber

(except to the extent that the location may be determined from the telephone

number”). Several courts have barred the use of the SCA to obtain historical cell site

location information that is expressly barred by § 1002(a)(2)(B).15

While neither WCPSA nor the Pen Register statute refer to the SCA, the SCA

is the more general statute and pre-dates (1986) both the 1999 WCPSA and the 1994

Pen Register statute. “It is a basic principle of statutory construction that a precisely

drawn statute dealing with a specific subject controls over a statute covering a more

generalized spectrum.” United States v. Louwsma, 970 F.2d 797, 799 (11th Cir. 1992).

Accord Kahama VII, LLC v. Ktlc Riverboat, LLC, Nos. 2:15-CV-14363, 14365, 2016

WL 1375590, at *5 (S.D. Fla. April 7, 2016).  Therefore, this Court should construe

the location privacy provisions of the WCPSA and Pen Register statutes as trumping

any general authorization purportedly granted by the SCA. 

15 See, e.g., In re Application of U.S. for an Order, Etc., 433 F. Supp. 2d 804 (S.D. Texas 2006),
vacated; In the Matter of the Application of the U.S. for an Order Authorizing the Disclosure of
Prospective Cell Site Information, 412 F. Supp. 947 (E.D. Wis. 2006); In the Matter of the
Application of the U.S. for an Order, Etc., Nos. 1:06-MC-6, 1:06-MC-7, 2006 WL 1876847  (N.D.
Ind. July 5, 2006). Contra In re Application Authorizing the Use of a Pen Register and Trap and
Trace, 405 F. Supp. 2d 435 (S.D.N.Y. 2005). 
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CONCLUSION

The Defendant maintains that every American – indeed, anyone living in a free

democratic society – has a reasonable expectation that their every movement will not

be monitored by the government. Indeed, the depth of that expectation is underscored

by the polling data showing that people consider their location information to be

highly private – more sensitive even than their text messages, a list of numbers they

have called or websites they may have visited, or their relationship history. See Mary

Madden, Public Perceptions of Privacy and Security in the Post-Snowden Era, Pew

Research Ctr., supra note 9. It is apparently the government’s view that these

expectations are no longer reasonable once a person “chooses” to own a satellite or

cell phone. However, Iridium presents its customers with an additional choice: If

customers wish to keep their locations private, Iridium tells them that they can

successfully do so by “choosing” not to enable (or to disable if previously enabled)

the phone’s GPS system. 

Accordingly, the Court should hold that the government’s acquisition of the

Defendant’s comprehensive satellite phone location information without a warrant

violated the Fourth Amendment. 
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