
UNITED STATES DISTRICT COURT
MIDDLE DISTRICT OF FLORIDA

ORLANDO DIVISION

LOCKHEED MARTIN CORPORATION, 

Plaintiff, 

v.

KEVIN SPEED, STEVE FLEMING and
PATRICK ST. ROMAIN,

Defendants.

CASE NO.: 6:05-cv-1580-Orl-31KRS

Oral Argument Requested

DEFENDANT PATRICK ST. ROMAIN’S MOTION TO DISMISS COUNTS I-III OF
LOCKHEED’S AMENDED COMPLAINT AND INCORPORATED MEMORANDUM

OF LAW AND NOTICE OF JOINDER IN DEFENDANTS KEVIN SPEED AND
STEVE FLEMING’S MOTION TO DISMISS COUNTS I-III

Defendant Patrick St. Romain (“St. Romain”), pursuant to Rule 12(b)(6), Federal

Rules of Civil Procedure, hereby requests this Court enter its order dismissing Counts

I, II and III of the Amended Complaint (Document No. 45) filed by Plaintiff Lockheed

Martin Corporation (“Lockheed”), and hereby joins in Defendants Kevin Speed

(“Speed”) and Steve Fleming’s (“Fleming”) Motion to Dismiss Counts I, II and III (the

“Motion”) (Document No. 53), and would state as follows:

Introduction

Lockheed brought this action on October 20, 2005, when it sued its former

employees Speed, Fleming and St. Romain for allegedly misappropriating Lockheed’s

(as yet unidentified) trade secrets and for allegedly converting other of Lockheed’s (as

yet unidentified) intellectual property for their own benefit.  On April 5, 2006, this Court

granted Lockheed’s motion for leave to amend its complaint (Document No. 43).
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1 Lockheed’s factual allegations against St. Romain are at best sparse, and at
worst inadequate, arguably serving as a basis to dismiss all of the claims against St.
Romain.  Lockheed offers just one “fact” to support its conclusory claim that St. Romain
misappropriated Lockheed information -- the day before he left Lockheed’s employ, St.
Romain “synchronized his [Lockheed] computer to a Dell™ PDA, thereby removing
[Lockheed] documents to his PDA.” Amended Complaint at ¶ 50(e).  Remarkably,
nowhere does Lockheed allege that St. Romain actually took the PDA (which Lockheed
assigned to him) with him when he left Lockheed’s employ.  Apparently, Lockheed
would have this Court first infer this key fact, which is central to its misappropriation
claims, and then further infer that St. Romain either turned his PDA over to L-3 or
Mediatech or otherwise disclosed the information allegedly synchronized to his PDA to
L-3 or Mediatech.  In considering this motion, this Court should reject Lockheed’s
unsupported legal allegations, legal conclusions couched as factual allegations, and
conclusory factual allegations devoid of any reference to actual events.  See Int’l. Assn.
of Machinists v. Werner-Masuda, 390 F. Supp. 2d 479, 492 (D. Md. 2005) (citations
omitted).   

2

Lockheed then filed its Amended Complaint on April 6, 2006 (Document No. 45). 

Lockheed’s Amended Complaint is a model of over-pleading, sounding in 13

different counts ranging from various state common law claims, to violation of Florida’s

Uniform Trade Secrets Act, to claims based on the Computer Fraud and Abuse Act

(“CFAA”).  Counts I, II and III, Lockheed’s CFAA claims, are the subject of this motion

and Speed and Fleming’s Motion (Document No. 53).  All of Lockheed’s current claims

are premised on a new theory that Speed, Fleming and St. Romain, while in league

with newly-added Defendants Mediatech, Inc. (“Mediatech”) and L-3 Communications,

Inc. (“L-3"), allegedly misappropriated confidential Lockheed information and/or trade

secrets for the benefit of L-3, a competitor of Lockheed.  St. Romain denies Lockheed’s

claims, but for purposes of this motion and joinder assumes Lockheed’s well-pleaded

allegations as true.1  For the reasons stated in Speed and Fleming’s  Motion and for the
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3

additional reasons argued herein, St. Romain respectfully requests this Court enter its

order dismissing Counts I, II and III of Lockheed’s Amended Complaint.

Joinder in Speed and Fleming’s Motion to Dismiss Counts I, II and III

St. Romain hereby expressly joins in and adopts the Motion and the arguments

made therein seeking dismissal of Counts I, II and III (Document No. 53).  To avoid

burdening the Court with unnecessary paper, St. Romain has not restated those same

arguments here.  However, as shown below, there are additional grounds for dismissal

as to each count this Court should consider along with those raised in the Motion.

Memorandum of Law – Additional Grounds to Dismiss Counts I, II and III

Count I – Alleged Violation of 18 U.S.C. § 1030(a)(4)

In Count I, Lockheed purports to sue St. Romain for violation of 18 U.S.C. §

1030(a)(4), which prohibits any person from: 

knowingly and with intent to defraud, accesses a protected
computer without authorization, or exceeds authorized
access, and by means of such conduct further the
intended fraud and obtains anything of value....

18 U.S.C. § 1030(a)(4) (emphasis added).  For the reasons described in the Motion,

Lockheed’s claim cannot stand where its own allegations establish that St. Romain was

in fact authorized to access Lockheed’s computers and the alleged trade secrets or

otherwise confidential information at issue.  See Amended Complaint at ¶¶ 28 and 50;
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2 Admittedly, the courts appear to be in disagreement over whether the CFAA
applies to circumstances similar to those Lockheed alleges here (albeit conclusorily);
that is, where employees or “insiders” are accused of accessing information they
ordinarily had the authority to access, but did so for allegedly unauthorized or
illegitimate purposes.  See, e.g., Werner-Masuda, 390 F. Supp. 2d at 479 and Shurgard
Storage Ctrs., Inc. v. Safeguard Self Storage, Inc., 119 F. Supp. 2d 1121 (W.D. Wash.
2000).  Research has not identified a Middle District of Florida or 11th Circuit opinion
addressing this specific issue.  However, St. Romain urges this Court to adopt the view
articulated by the court in Werner-Masuda, which held that the CFAA prohibits
unauthorized access to information, not the unauthorized disclosure or use of such
information or the authorized access of such information even if for unauthorized or
illegitimate purposes.  Werner-Masuda, 390 F. Supp. 2d at 499.  Moreover, the Werner-
Masuda court noted, among other things, that the CFAA is primarily a criminal statute
and, thus, should be construed narrowly, not broadly as Lockheed would have this
Court do.  Id.  Finally, this Court has previously discounted the value of Shurgard, at
least in another context, recognizing that it focused on an earlier version of the CFAA
and relied too heavily on legislative history in adopting an “unusual and extraordinary
interpretation of the word ‘integrity’ within the CFAA’s definition of damage....”  Resdev,
LLC v. Lot Builders Ass’n, Inc., 2005 WL 1924743 *5 (M.D. Fla. 2005).

4

see also Werner-Masuda, 390 F. Supp. 2d at 479.2  To the extent Lockheed argues

that it is alternatively alleging that St. Romain exceeded his authorized access and

therefore remains liable under 18 U.S.C.  § 1030(a)(4), this Court should reject that

argument.

Lockheed has alleged no facts to establish that St. Romain exceeded his

authorized access to Lockheed’s data and information.  As discussed in Werner-

Masuda, Congress specifically and separately defined the term “exceeds authorized

access” from “unauthorized access”, defining the former to mean:

to access a computer with authorization and to use such
access to obtain or alter information in the computer
that the accessor is not entitled so to obtain or access.

18 U.S.C. §1030(e)(6) (emphasis added).  Here, Lockheed expressly alleges that St.
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Romain had access to the information he is alleged to have misappropriated by virtue

of his employment position with Lockheed.  See Amended Complaint at ¶¶ 28 and 50.

Thus, according to Lockheed, there is no question that St. Romain was entitled to

obtain the alleged trade secret and/or other proprietary information he allegedly took

from Lockheed.  Moreover, Lockheed is not contending that St. Romain exceeded his

authorized access by obtaining or altering other information that St. Romain was not

entitled to obtain or access.  

The statutory language is clear.  Whether St. Romain’s alleged subsequent

disclosure to L-3 or Mediatech violated his alleged duties to Lockheed is irrelevant

because the plain language of § 1030(e)(6) limits the scope of the term to altering or

obtaining information and not to disclosing it.  As this Court has previously noted,

“[t]here is a presumption that, in drafting a statute, Congress said what it meant and

meant what it said.”  Resdev, 2005 WL 1924743 *2 (M.D. Fla. 2005).  Lockheed’s

allegations on their face do not satisfy the “exceeds authorized access” alternative of

18 U.S.C. §1030(a)(4) as that alternative is expressly defined in 18 U.S.C. §1030(e)(6);

see also Worldspan, LP v. Orbitz, LLC, 2006 WL 1069128 (N.D. Ill. 2006) (noting that

Congress made a “carefully-drawn statutory distinction” between the act of accessing

a computer ”without authorization” and the act of “exceeding authorized access”).

Thus, Lockheed cannot proceed on the theory that St. Romain exceeded his

“authorized access.”

Lockheed may also attempt to rely on Int’l Airport Centers, LLC v. Citrin, 440 F.
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3d 418 (7th Cir. 2006) to bolster its argument that the CFAA applies to employee

insiders (not just to outsiders such as hackers or disgruntled former employees) and

therefore Count I for violation of 18 U.S.C. §1030(a)(4) states a claim.  However,

Lockheed’s reliance on Citrin to support its §1030(a)(4) claim would be misplaced

because that case is both legally and factually distinguishable.  

In Citrin, the plaintiff brought a claim under 18 U.S.C. § 1030(a)(5)(i), not under

§1030(a)(4) as Lockheed has in Count I.  Since there was no § 1030(a)(4) claim at

issue in Citrin, the court’s legal analysis is of little application to the instant claim.  The

absence of any meaningful analysis of a § 1030(a)(4) claim renders Citrin unpersuasive

on this issue.

  Moreover, the facts in Citrin are markedly different than those alleged here.

There, the defendant, before leaving the plaintiff’s employ, loaded into his assigned

laptop a secure-erasure program, designed, by writing over the deleted files, to prevent

their recovery.  Citrin, 440 F. 3d at 419.  Thus, in Citrin the defendant destroyed his

employer’s electronic files.  The Citrin court reasoned that once the defendant “resolved

to destroy files that incriminated himself and other files that were also the property of

his employer” his authorization to access the laptop terminated.   Citrin, 440 F. 3d at

420.  Here, Lockheed does not allege that St. Romain destroyed any data of any kind.

Instead, it merely alleges that St. Romain “synchronized” data between his Lockheed-

assigned computer and his Lockheed-assigned PDA, something as a Lockheed
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3 It is difficult to conceive how synchronizing data gives rise to liability under the
CFAA, or under any other legal theory Lockheed offers in its Amended Complaint
against St. Romain.
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employee he was fully-authorized to do.3      

Count II – Alleged Violation of 18 U.S.C. § 1030(a)(5)(A)(i)

In Count II, Lockheed purports to sue St. Romain for allegedly:

knowingly caus[ing] the transmission of a program,
information, code, or command, and as a result of such
conduct, intentionally causes damage without
authorization, to a protected computer....

18 U.S.C. § 1030(a)(5)(A)(i) (emphasis added).  As stated in the Motion, Lockheed has

failed to allege that anything St. Romain did caused “damage” as that term is defined

in the CFAA, rendering Count II dismissible.  See 18 U.S.C. § 1030(e)(8) (defining

“damage” to include “any impairment to the integrity or availability of data, a program,

a system or information.”) Indeed, Lockheed has failed to allege any “damage” to its

computers, let alone any such damage caused by anything St. Romain is said to have

done.

Moreover, Count II fails to state a claim because Lockheed has not alleged any

facts establishing that St. Romain engaged in a “transmission” in violation of the CFAA.

In this instance, the Citrin case is actually both applicable and instructive.  In analyzing

the plaintiff’s claim under 18 U.S.C. § 1030(a)(5)(A)(i), the Citrin court recognized that

a “transmission”, as that term is used in the CFAA, is more than just pressing keys on

the computer to transmit particular commands.  Citrin, 440 F. 3d at 419.  For example,
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4 The Citrin court further noted that deleting data does not cause “damage”
because such deleted files are easily recoverable.  Id. at 419.  As already noted, the
lack of any “damage” is a problem for Lockheed here as well.     
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the Citrin court noted that pressing the delete key, while it may send a command, was

not a form of “transmission” and therefore did not violate the statute.4  Id.  Similarly,

here, St. Romain pressing keys on his laptop or his PDA so that they would synchronize

(assuming, of course, that St. Romain actually initiated the synchronization and it was

not automated instead) is not a form of “transmission” just because it may transmit

commands to the computer.  Rather, and as the court noted in Citrin, this section of the

statute is designed to punish those who download or upload viruses, worm writers and

other types of destructive programs into the protected computer.  Lockheed has alleged

no such facts here, rendering Count II dismissible.  

Count III – Alleged Violation of 18 U.S.C. § 1030(a)(5)(A)(ii)

In Count III, Lockheed purports to sue St. Romain for allegedly:

intentionally access[ing] a protected computer without
authorization and as a result of such conduct, recklessly
caus[ing] damage....

18 U.S.C. § 1030(a)(5)(A)(ii) (emphasis added).  As argued in the Motion, Count III fails

to state a claim because St. Romain was authorized: 1) to access the information

Lockheed alleges is at issue; and 2) to engage in the conduct of “synchronizing” his

Lockheed-issued PDA and his Lockheed-issued computer.  In addition, and as argued

above with respect to Count II, Count III fails to state a claim because Lockheed has

not alleged any facts that would establish St. Romain caused “damage” to Lockheed’s
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computers and/or data.  See 18 U.S.C. § 1030(e)(8) (defining “damage” to include “any

impairment to the integrity or availability of data, a program, a system or information.”)

Accordingly, Count III must be dismissed.

Conclusion

For the foregoing reasons, and for the reasons argued in the Motion, St. Romain

respectfully requests this Court to enter its order dismissing Counts I, II and III of

Lockheed’s Amended Complaint. 

WHEREFORE, Defendant Patrick St. Romain, pursuant to Rule 12(b)(6),

Federal Rules of Civil Procedure, respectfully requests this Court enter its order

dismissing Counts I, II and III of Lockheed’s Amended Complaint.  

Request for Oral Argument Pursuant to Local Rule 3.01(d)

St. Romain respectfully requests oral argument on this motion and estimates that

one (1) hour will be required for argument.  

CERTIFICATE OF SERVICE

I HEREBY CERTIFY that on May 4, 2006, I electronically filed the foregoing with

the Clerk of the Court pursuant to Administrative Procedures for Electronic Filing in Civil

and Criminal Cases of the Middle District of Florida by using the CM/ECF system, which

will send a notice of electronic filing to the following:
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Service List

Counsel for Plaintiff, 
Lockheed Martin Corporation

Kay L. Wolf, Attorney-at-Law
kwolf@fordharrison.com
bturner@fordharrison.com
tmgatchel@fordharrison.com

M. Susan Sacco, Attorney-at-Law
ssacco@fordharrison.com
cwhitley@fordharrison.com
tmgatchel@fordharrison.com

Lori R. Benton, Attorney-at-Law 
lbenton@fordharrison.com
arivera@fordharrison.com
tmgatchel@fordharrison.com

Nathaniel H. Akerman, Esquire 
akerman.nick@dorsey.com

Creighton R. Magid, Esquire
magid.chip@dorsey.com
flores.sandra@dorsey.com

Counsel for Defendant, 
L-3 Communications

Carlos M. Colombo, Esquire
ccolombo@zkslawfirm.com
mlee@zkslawfirm.com

Juan J. Farach, Jr., Esquire
farach@hugheshubbard.com

Ned H. Bassen, Esquire
bassen@hugheshubbard.com

Lisa M. Pisciotta, Attorney-at-Law
pisciott@hugheshubbard.com
golan@hugheshubbard.com

Counsel for Defendants, 
Kevin Speed and Steve Fleming

William C. Guerrant, Jr., Esquire
wguerrant@hwhlaw.com
val@hwhlaw.com

Counsel for Defendants, 
Mediatech, Inc.

K. Judith Lane, Attorney-at-law
jlane@daytonalaw.com
sbest@daytonalaw.com
agarfola@daytonalaw.com

/s/ Thomas A. Zehnder                    
David B. King, Trial Counsel
Florida Bar No.: 0093426
Thomas A. Zehnder
Florida Bar No.: 0063274
KING, BLACKWELL, DOWNS &  ZEHNDER, P.A.
P.O. Box 1631
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Orlando, Florida 32802-1631
Telephone: (407) 422-2472
Facsimile: (407) 648-0161

Attorneys for Defendant
Patrick St. Romain
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