
UNITED STATES DISTRICT COURT 
MIDDLE DISTRICT OF FLORIDA 

ORLANDO DIVISION 
 
UNITED STATES OF AMERICA, 
   

Plaintiff, 
 
v.                                                            Case No. 6:19-cr-1-Orl-40LRH 
 
RONALD HILL,  
 
  Defendant. 
___________________________________/ 
    
 

DEFENDANT’S MOTION TO SUPPRESS EVIDENCE 
 

Defendant, Ronald Hill, by and through his undersigned attorney, moves this Honorable 

Court, pursuant to the Fourth Amendment of the United States Constitution and Fed. R. Crim. P. 

12(b)(3)(C), to suppress all documents, files, records, and data, from all computers, electronic 

devices,1 storage media, and cell phones, seized subject to the warrant issued on December 4, 2018 

and executed on December 6, 2018.2  The Fourth Amendment requires that searches conducted 

pursuant to a warrant not exceed its strict bounds.  The warrant in this matter authorized the search 

of the defendant’s home, and seizure of his computers and electronic devices, but did not authorize 

the subsequent search of those devices.  In support of this motion, the Defendant submits this 

memorandum of law.  

                                                             
1 “Electronic devices”, in this memo, is employed as a catch-all designation which includes cellular phones – both 
“smart” and those without data/internet capacities – gaming console and devices, desktop computers and laptops, 
and all computer peripheral devices. 
2 Because the basis for suppression deals with the execution of the warrant, a Leon “Good Faith” analysis is 
unnecessary.  Leon dealt with an invalid warrant relied on in good faith by the executing officers and its analysis in 
large measure relied on an assumption “that the officers properly executed the warrant and searched only those 
places and for those objects that it was reasonable to believe were covered by the warrant.”  United States v. Leon, 
468 U.S. 897, 918 n. 19 (1984); see also 1 W. LaFave, Search and Seizure, § 1.3(f) (5th ed. Updated Oct. 2018) 
(“Fourth Amendment violations relating to execution of the warrant are unaffected by Leon, as is indicated by the 
majority's caution that its discussion ‘assumes, of course, that the officers properly executed the warrant and 
searched only those places for those objects that it was reasonable to believe were covered by the warrant.’”). 
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CHARGES 

The Defendant, Ronald Hill, was charged by Indictment, filed on January 3, 2019, with 

one count of distribution of child pornography in violation of 18 U.S.C. § 2252A(a)(2), and one 

count of possession of child pornography in violation of 18 U.S.C. § 2252A(a)(5)(B). See 

Indictment at Doc. 10. 

FACTUAL BACKGROUND 

On or about December 4, 2018, Special Agent (SA) Kevin Kaufman, with the Federal 

Bureau of Investigation (FBI) made an Application for a Search Warrant, to search the home of 

Ronald Hill located at 131 N. Aberdeen Circle, Sanford, Florida 32773 (the application).  Exhibit 

A.  In addition to SA Kaufman’s Affidavit in Support of Search Warrant, SA Kaufman appended 

“Attachment A,” describing the place to be searched, that is, Mr. Hill’s house.  Exhibit A, 

Attachment A.  Additionally, SA Kaufman appended “Attachment B,” the “Description of Items 

to be Searched for and Seized,” which described and defined the evidence sought for seizure.  

Exhibit A, Attachment B. 

At 11:19 am on December 4, 2018, the Honorable Karla R. Spaulding, United States 

Magistrate Judge, issued a Search and Seizure Warrant (the warrant).  Exhibit B.  The face of the 

warrant, where it identified “the person or […] property to be searched” states “131 N. Aberdeen 

Circle, Sanford, Florida 32773,” as described in Attachment A to the warrant, which is consistent 

with Attachment A to the application.   It does not request to search any computers, devices, or 

storage media.  Where the warrant finds that probable cause was established “to search and seize,” 

it references “the person or property described above,” referencing Attachment A; that is, Mr. 

Hill’s home address.  The warrant also provides “that such search will reveal (identify the person 

or describe the property to be seized): See Attachment B,” which lists the contraband and 
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instrumentalities and is consistent with Attachment B to the application.  There was no judicial 

determination of probable cause to authorize the subsequent search of the electronic devices 

seized.  

On December 6, 2018, SA Kaufman, along with a team of FBI agents and local law 

enforcement officers executed the warrant at Mr. Hill’s residence.  Doc. 1 at 4.  The search resulted 

in the seizure of a WD Hard Drive S/N: WCC2EP467187; a Samsung camera with SD card; a 

Toshiba laptop S/N: YF127422C; and a Z modo DVR.  Govt. Bates 0093.  None of the agents 

sought Mr. Hill’s consent to search any of the electronic devices found in his home.  Nevertheless, 

during the search, Special Agent Alexis Brignoni searched the electronic data contents of Mr. 

Hill’s seized laptop computer.  Doc. 1 at 6.  No new warrant was sought prior to this search.  

ARGUMENT 

Citizens have a heightened privacy interest in electronic devices that contain 1) many kinds 

of data, 2) in vast amounts, and 3) corresponding to a long swath of time.  United States v. 

Lichtenberger, 786 F.3d. at 478, 488 (6th Cir. 2018) (citing Riley v. California, 134 S. Ct. 2473, 

2489).  This includes computers.  See, e.g., Id.; United States v. Thomas, 818 F.3d 1230,1242 (11th 

Cir. 2016).  This heightened privacy interest informs Fourth Amendment analysis.  E.g., Riley 

(requiring a warrant for a search incident to arrest); United States v. Sparks, 806 F.3d 1323, 1336 

(11th Cir. 2015) (finding that a private search of a cell phone “did not expose every part of the 

information contained in the cell phone.”); Lichtenberger at 488 (“under Riley, the nature of the 

electronic device greatly increases the potential privacy interests at stake, adding weight to one 

side of the scale while the [government’s interests in conducting the search] remains the same.”). 

A search and seizure by law enforcement officers infringe on two separate and distinct 

interests:  a search invades a person’s privacy whereas a seizure invades a person’s possessory 
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interests in his person or property. Horton v. California, 496 U.S. 128, 133 (1990).  In Riley, police 

had probable cause to arrest (seize) and search defendant to protect themselves and then search for 

and seize any personal property found on the defendant pursuant to the search incident to arrest 

doctrine.  134 S. Ct. at 2483 (citing Chimel v. California, 395 U.S. 752, 762-763 (1969)).  As it 

relates specifically to electronic devices, the police in Riley were authorized to seize defendant’s 

cell phone upon his arrest, not for officer safety, but to prevent the destruction of evidence.  But it 

was not the physical cell phone itself that would contain evidence of an offense, but rather the data 

or information stored inside of it.  Despite authority to seize the phone believing it contained 

evidence, however, the police still needed a warrant to search it.  The same was true with the 

seizure of Mr. Hill’s laptop.  Cf. United States v. Fulton, 914 F.3d 390, 396 (5th Cir. 2019) (“[I]f 

a search warrant specifically names a cellphone only as one of the objects to be seized, absent 

exigent circumstances a search warrant will thereafter be required to authorize a search of that 

cellphone.”). 

The Fourth Amendment expressly guarantees, “no Warrants shall issue, but upon probable 

cause….” In the instant case, the warrant clearly stated that probable cause was established to 

support the search and seizure of the “person or property described above.”  Exhibit B.  The only 

“property described above” was Mr. Hill’s home (described in more detail in Attachment A to the 

warrant).  The probable cause finding could also arguably extend to supporting a seizure of all 

electronic devices and data found within the home (as described in Attachment B to the warrant).   

But judicial authorization to search Mr. Hill’s home and seize all electronic devices and data within 

the home was not authorization to then perform a search of the data contents of the electronic 

devices seized.  In fact, Rule 41 of Federal Rules of Criminal Procedure, under the subsection 

“Contents of the Warrant,” allows for later review of seized media or electronically stored 
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information so long as it is “consistent with the warrant.”  Fed. R. Crim. P. 41(e)(2)(B).  Nothing 

in the contents of the warrant in the instant case provided for a subsequent search through the data 

of the electronic devices at issue, and nothing in Rule 41 dispenses with the probable cause 

requirement. 

Furthermore, a legitimate basis for law enforcement to override an individual’s privacy 

interests in an electronic device does not extend to each piece of data in that device.  See, e.g., 

Sparks, 806 F.3d at 1336 (“While…private search of the cell phone might have removed certain 

information from the Fourth Amendment’s protections, it did not expose every part of the 

information contained in the cell phone.”).  Even if SA Kaufman intended such a broad search in 

his application, “[t]he mere fact that the Magistrate issued a warrant does not necessarily establish 

that he agreed that the scope of the search should be as broad as the affiant’s request.”  Groh v. 

Ramirez, 540 U.S. 551, 561 (2004). 

The warrant in the instant case only authorized a seizure of electronic devices and specific 

data within those devices (listed in Attachment B to the warrant).  Because it is simply not possible 

to seize data within an electronic device without seizing the device that stores said data, the seizure 

of all electronic devices already satisfied law enforcement’s interests by overriding Mr. Hill’s 

possessory interests in those items.  Especially since Riley, however, in order for the FBI to also 

override Mr. Hill’s privacy interests in those devices, another search warrant was needed. As the 

Supreme Court in Riley, the Eleventh Circuit in Sparks, and the Fifth Circuit in Fulton have 

recognized, authorization to only seize electronic devices that can contain an immense amount of 

data is not authorization to then search the devices without another warrant.  See also, United 

States v. Mitchell, 565 F.3d 1347 (11th Cir. 2009) (holding that a motion to suppress should have 

been granted where agents had an unreasonable delay in obtaining a search warrant after seizing 
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computers based on defendant admitting it contained child pornography).  Moreover, “the Fourth 

Amendment confines an officer executing a search warrant strictly within the bounds set by the 

warrant.”  Bivens v. Six Unknown Named Agents of Fed. Bureau of Narcotics, 403 U.S. 388, 395 

n. 7 (1971). 

The lack of a probable cause finding to search all of the seized electronic devices resulted 

in a violation of Mr. Hill’s Fourth Amendment rights.  Because the FBI agents were not authorized 

to search the electronic devices seized from Mr. Hill’s home without another search warrant, all 

evidence obtained as a result of that unlawful search must be suppressed.  There can be no doubt 

that suppression of evidence in this case will deter law enforcement agents from repeating this 

violation in future cases.  The FBI’s conduct in this case was “sufficiently deliberate” that 

exclusion of evidence “can meaningfully deter it.”  Herring v. United States, 555 U.S. 135, 144 

(2009).  After all, “[i]t is incumbent on the officer executing a search warrant to ensure the search 

is lawfully authorized and lawfully conducted.” Groh, 540 U.S. at 563. 

OBJECTION BY THE GOVERNMENT 

The undersigned counsel has conferred with the Assistant United States Attorney, Ilianys 

Rivera Miranda, and the government objects to the instant motion. 

REQUEST FOR EVIDENTIARY HEARING 

Mr. Hill submits that the exhibits attached to the instant motion, the application and the 

warrant, provide for a sufficient basis for this Court to derive the facts necessary on which to render 

its ruling, without the necessity of any witness testimony.  To the extent that this Court may have 

any unanswered inquiries into the facts and circumstances pertaining to the warrant at issue, Mr. 
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Hill respectfully submits that an evidentiary hearing would then be required.  United States v. 

Sneed, 732 F.2d 886 (11th Cir. 1984). 

CONCLUSION 

Wherefore, the Defendant, Mr. Hill respectfully moves this Court to suppress any evidence 

derived from the unlawful search of his computers, electronic devices, and storage media.  

      Respectfully submitted,  
 

Donna L. Elm 
      Federal Defender 
 
      /s/ Joshua R. Lukman                            
      Joshua R. Lukman 
      Assistant Federal Defender 
      Florida Bar No. 0088213 
      201 S. Orange Avenue, Suite 300 
      Orlando, Florida 32801 
      Telephone: 407-648-6338 
      Facsimile: 407-648-6095 
      E-Mail: joshua_lukman@fd.org 
      
 

CERTIFICATE OF SERVICE 

 I Hereby Certify that undersigned electronically filed the foregoing Defendant’s Motion 

to Suppress Evidence with the Clerk of Court (CM/ECF) by using the CM/ECF system which 

will send a notice of electronic filing to the following: Ilianys Rivera Miranda, Assistant United 

States Attorney, this the 24th day of May, 2019.  

      /s/ Joshua R. Lukman                         
      Joshua R. Lukman          
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EXHIBIT A 

APPLCIATION FOR A SEARCH WARRANT 

(Bates # 0102 – 0135) 
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EXHIBIT B 

SEARCH AND SEIZURE WARRANT 

(Bates # 0095 – 0101) 
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