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 United States v. Steven Smith, No. 18-11852-W 
 
Dear Mr. Smith, 
 

James Taylor and Steven Smith respectfully submit this response 

to the Court’s January 22, 2019, order for supplemental briefing. This 

brief first seeks to explain technical aspects of the Onion Router (“Tor”) 

computer network and the “network investigative technique” (“NIT”) 

malware that the FBI deployed to mine Internet Protocol (“IP”) addresses 

and other identifying data from individual computers. This brief also 
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explains why those technological details have no bearing on the 

appellants’ reasonable expectation of privacy as to data stored on their 

personal computers on private premises. 

I. Overview of the Tor network and the NIT malware. 

A. Tor. 

Amicus curiae Electronic Frontier Foundation (“EFF”) succinctly 

states in its brief to this Court in Mr. Taylor’s case, “Tor consists of a 

computer network and software that work together to provide Internet 

users with anonymity.” EFF Taylor Amicus Br. 5. As the district court 

explained, the Tor network 

obscures the identity of users by rerouting a user’s IP address 
through “layers” of relay points [also known as “nodes”], so 
that the IP address at which a signal exits (the “exit node”) is 
not the IP address at which the signal originated. This process 
makes it impossible to “peel back the layers of the onion” to 
discover the originating IP address . . . . 

Taylor Doc. 31 at 2–3; see also Smith Doc. 40 at 2 (providing similar 

summary).1 Those nodes form “a distributed network of relay computers 

run by volunteers all around the world,” Taylor Doc. 21-1 at 15. 

                                                           
1 The Court consolidated Mr. Taylor’s case (No. 17-14915-W) and Mr. 
Smith’s (No. 18-11852-W) for oral argument, and both case numbers 
appear on the January 22, 2019, order for supplemental briefs. “Taylor 
Doc.” refers to docket entries in Mr. Taylor’s case, N.D. Ala. case no. 2:16-
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IP addresses are a common means to identify computers online. 

Taylor Doc. 21-12 at 15. But a user’s activities on Tor are not associated 

with his IP address. Encryption is one part of Tor’s anonymizing capacity, 

see infra p. 8, but the Tor network’s structure is the principal source. Tor 

routes network traffic through several nodes, and the user’s IP address 

is not conveyed beyond the first node he connects to. “[T]raditional 

methods of obtaining IP addresses would only reveal the ‘exit node’ IP 

address[ ]”—the last node in the chain, Taylor Doc. 31 at 4, so a Tor 

website administrator knows that it will not receive the user’s IP address. 

Likewise, the owner of a node computer has no basis to conclude that a 

computer connecting to it is a user’s. The greater likelihood always is that 

the address simply belongs to another node.  

The anonymity Tor provides is often the only privacy that matters 

on the so-called “Dark Web.” The secrecy of other details may be 

unnecessary if those details cannot be attributed to identified persons. 

                                                           
CR-00203-KOB-JEO-1, while “Smith Doc.” refers to docket entries in Mr. 
Smith’s case, N.D. Ala. case no. 4:16-CR-00312-VEH-JHE-1. 
2 Document 38-1 in Mr. Smith’s case is identical to document 21-1 in Mr. 
Taylor’s, and the documents’ page numbers correspond to each other’s. 
All statements for which this brief cites “Taylor Doc. 21-1” would be 
equally supported by a citation to “Smith Doc. 38-1.” 
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Government agents, like anyone else, can freely use Tor and see activity 

on the Dark Web. Tor does not conceal the activity, only the identifying 

information of those involved. 

Trusting that Tor will protect anonymity may seem, to one who is 

unfamiliar with it, like a leap of faith. But to those who use Tor, the trust 

comes as naturally as reliance on a GPS application or a smartphone’s 

clock and morning alarm. As EFF’s amicus brief states, “Tor is used every 

day by millions of users around the world, including journalists, human 

rights advocates, lawyers, and governments—including the federal 

government.” EFF Taylor Amicus Br. 5. The FBI’s warrant affidavit 

suggests that the trust is justified: “Because of the way Tor routes 

communications through other computers, traditional IP identification 

techniques are not viable. . . . There is no practical way to trace the user’s 

actual IP back through that Tor exit node IP.” Taylor Doc. 21-1 at 15. 

B. The NIT. 

The FBI did not intercept transmissions over Tor; it hitched a ride 

on them. It secretly attached Trojan-horse malware, a type of computer 

virus that the FBI euphemistically termed a “network investigative 

technique,” to downloadable files on Playpen. See Taylor Doc. 31 at 5.  
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The NIT caused users’ computers to send the FBI certain data 

stored on them—most notably, their IP addresses. Id. That transmission 

took place without users’ knowledge. See EFF Taylor Amicus Br. 8. The 

FBI then could use an IP address to try to “identify[ ] the user’s computer, 

its location, and the user of the computer,” Taylor Doc. 21-1 at 29. If 

multiple computers shared a single IP address—by connecting to the 

same wireless router, for example—then other information the NIT 

seized could “help to distinguish the [Playpen] user’s computer from other 

computers located at a user’s premises.” Id. at 30. 

II. The Court’s questions of fact about Tor and Playpen. 

A. How does the user request the pornography? 

Using Tor’s browser to access Playpen on the Tor network, users 

could browse forums devoted to different types of pornographic content 

and download files from the Playpen server. The process was 

substantially the same as downloading files from a site on the traditional 

“surface” web, aside from the use of Tor instead of a conventional browser 

like Google Chrome or Internet Explorer. Files would download via the 

user’s computer to a digital storage device, such as a hard drive or USB 

drive. See id. at 21; Taylor Doc. 31 at 3–5, 9; Smith Doc. 40 at 3–4. 
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B. What is the route whereby the website, Playpen, 
delivers the pornography to the user’s Internet 
Protocol (“IP”) address? 

Playpen delivered pornography to a user’s computer, not his IP 

address. While the term “IP address” may suggest a location, it is not 

entirely accurate to say the file went “to the user’s [IP] address[.]” An IP 

address—an identifying number assigned to a computer online by an 

Internet service provider—may be temporary, or “dynamic.” But if the 

computer’s IP address changed, a downloaded file would remain where 

the user saved it.  

To reach a user’s computer, a file would travel along a route 

determined by Tor, comprising “a series of virtual tunnels,” EFF Taylor 

Amicus Br. 5 (quoting Inception, TorProject.org, https://www.torproject 

.org/about/torusers.html)). The transmission3 would be encrypted, and 

even if it were intercepted and decrypted, the interceptor would have no 

basis to suspect that the immediately preceding node was the 

transmission’s origin or that the next step on its path would be the 

ultimate destination. The transmission therefore would not disclose the 

                                                           
3 The transmission would include the file, with the NIT attached, and 
routing information. Tor Project: Overview, TorProject.org, https://www 
.torproject.org/about/overview.html.en (last visited Jan. 24, 2019). 
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IP address of either the user qua user or the administrator qua 

administrator. See supra p. 3. 

C. What is the role of the Tor nodes in facilitating the 
delivery? 

Tor nodes receive and transmit data without a user’s involvement. 

EFF’s website explains that relay nodes “advertise their presence to the 

rest of the Tor network, so that any Tor user can connect to them.” What 

is a Tor Relay?, EFF.org, https://www.eff.org/pages/what-tor-relay (last 

visited Jan. 25, 2019). This is how Tor’s website describes the broader 

process: 

To create a private network pathway with Tor, the user’s 
software or [computer] incrementally builds a circuit of 
encrypted connections through relays on the network. . . . 
[E]ach relay along the way knows only which relay gave it 
data and which relay it is giving data to. No individual relay 
ever knows the complete path that a data packet has taken. 

Tor Project: Overview, supra p. 6 n.3. 

D. Do the human users of the Tor nodes have an 
agreement with either the user or Playpen to transmit 
the pornography? If not, do they have knowledge that 
they are transmitting the pornography? 

Human users of Tor nodes did not have an agreement with either 

Playpen or its users. They volunteer their computers to serve as relay 

nodes, and by doing so, they agree to allow their computers to be used as 
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such. But the agreement is only with Tor, not other individual users, and 

it concerns network traffic generally; it is not content-specific. See 

TorRelayGuide—Tor Bug Tracker & Wiki, TorProject.org, https://trac 

.torproject.org/projects/tor/wiki/TorRelayGuide. A relay node owner has 

no reason to know the content of the encrypted data packet transmitted 

through the node at any given moment. Nodes are merely conduits. 

E. What information is encrypted, what information is 
unencrypted, and when is it encrypted or 
unencrypted? 

Tor’s browser encrypts both parts of a transmission—the content 

data and the routing data, see supra p. 6 n.3—before transmitting them 

from a user’s computer to the first relay node. Download Tor, 

TorProject.org, https://www.torproject.org/download/download.html (last 

visited Jan. 25, 2019) (Tor “encrypt[s] . . . traffic to and within the Tor 

network” (emphasis added)). The user’s computer “negotiates a separate 

set of encryption keys for each hop along the circuit to ensure that each 

hop can’t trace these connections as they pass through.” Tor Project: 

Overview, supra p. 6 n.3. And even if a node computer were to intercept 

and decrypt data, Tor’s structure ensures that “no observer at any single 

point can tell where the data came from or where it’s going.” Id.  
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III. The appellants’ reasonable expectation of privacy. 

The Court’s memorandum also poses a question of law: “whether 

the defendants-appellants had a reasonable expectation of privacy in 

anything—the IP address or otherwise—that the defendants allege was 

unlawfully searched.” Mr. Taylor and Mr. Smith contend 

(1) that the FBI, by use of the NIT, unlawfully searched their 
computers, and 

(2) that they had a reasonable expectation of privacy as to IP 
addresses and other content stored on computers in their homes 
and, in Mr. Smith’s case, his law office. 

The district court correctly reached those same conclusions in both cases. 

Neither conclusion is undermined at all by the details of the Tor 

network’s operations, because the FBI did not intercept IP addresses 

from transmissions over Tor. Disclosure of information to a third party 

can eliminate a reasonable expectation of privacy as to that disclosure. 

Smith v. Maryland, 442 U.S. 735, 745 (1979). But a seizure of information 

independent of that disclosure and from “an area where . . . a person has 

a constitutionally protected reasonable expectation of privacy,” is 

nonetheless an intrusion upon that reasonable expectation. Katz v. 

United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring) (stating 

that expectation applies to “electronic as well as physical intrusion”). 
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Even if the Court were to conclude that trust in Tor’s anonymizing 

technology is altogether unreasonable, that conclusion would not matter 

in these cases. The NIT did not acquire the appellants’ IP addresses 

because of a disclosure to a third party. It acquired them by searching 

the appellants’ own computers, located on their own private premises, 

without their knowledge or consent. 

Because the appellants had a clearly established, reasonable 

expectation of privacy in those private premises, the “third-party 

doctrine,” which recognizes limits on reasonable expectations of privacy, 

has no application in these cases. Under that doctrine, no reasonable 

expectation of privacy is infringed by “the obtaining of information 

revealed to a third party and conveyed by [the third party] to Government 

authorities . . . .” United States v. Miller, 425 U.S. 435, 443 (1976) 

(emphasis added); see also Smith, 442 U.S. at 745 (“[P]etitioner 

voluntarily conveyed to [the telephone company] information that it had 

facilities for recording and . . . assumed the risk that the information 

would be divulged to police.” (emphasis added)). But the FBI obtained the 

appellants’ IP addresses from their computers, not by intercepting 

disclosures to third parties. 
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Fourth Amendment scholar Orin Kerr4 has written about the FBI’s 

use of the NIT to acquire Playpen users’ IP addresses. He addressed “a 

curious argument” made in defense of those methods: that “use of the 

NIT was not a search and no Fourth Amendment rights were violated” 

because “the most important information obtained by the NIT was IP 

addresses” and “a person has no Fourth Amendment rights in IP 

addresses.” Orin Kerr, Remotely accessing an IP address inside a target 

computer is a search, Wash. Post (Oct. 7, 2016), https://www 

.washingtonpost.com/news/volokh-conspiracy/wp/2016/10/07/remotely-

accessing-an-ip-address-inside-a-target-computer-is-a-search/. Professor 

Kerr wrote, “This argument is clearly wrong . . . .” Id.  

                                                           
4 Professor Kerr’s writings have been cited with approval in recent 
Supreme Court opinions joined by every member of the current Court 
except Justice Kavanaugh (whose tenure on the Court has not yet seen a 
Fourth Amendment decision, though while on the D.C. Circuit he too 
cited Professor Kerr’s work). See, e.g., Carpenter v. United States, 138 S. 
Ct. 2206, 2233, 2238, 2253, 2262 (2018) (citations in separate writings by 
Kennedy, J., dissenting; Thomas, J., dissenting; Alito, J., dissenting; and 
Gorsuch, J., dissenting); Riley v. California, 134 S. Ct. 2473, 2489 (2014) 
(citation in opinion of Roberts, C.J., for eight-justice majority); United 
States v. Jones, 565 U.S. 400, 405 (2012) (citations in opinions of Scalia, 
J., for the Court, and Alito, J., concurring in the judgment); see also 
United States v. Jones, 625 F.3d 766, 771 (D.C. Cir. 2010) (citation in 
opinion of Kavanaugh, J., dissenting from denial of rehearing en banc). 
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A reasonable expectation of privacy inheres, and so also may be 

surrendered, in an iteration of information, not in the information itself. 

Or, as Professor Kerr expressed the same principle,  

Fourth Amendment law regulates how the government learns 
information, not what information it learns. . . . If the 
government wants to obtain public information that I have 
stored in a private place, such as in my house, it’s a search for 
the government to enter that private place. Conversely, if the 
government wants to obtain private information that I have 
put in a public place, it’s not a search for the government to 
go to the public place and observe it. It’s the place that 
matters, not the abstract status of the information. 

Id.  

That principle “is obvious in the physical world,” Professor Kerr 

noted, and “should be equally obvious” as to a NIT search, id.:  

If the police want to read today’s newspaper, they can’t break 
into my house and open my desk drawer to find my copy 
without committing a search. The fact that they could have 
read the newspaper by finding a copy in public doesn’t mean 
they can break into my house to read mine. Similarly, the fact 
that IP addresses may be available without searching a target 
in some cases doesn’t mean they can break into his computer 
to find the IP address without committing a search. 

Id. If it were otherwise, a person would have a reasonable expectation of 

privacy only in matters known to no one but himself. And Katz would be 

a dead letter, since the “search” in that case was electronic eavesdropping 

on statements Mr. Katz made by phone to a third party. 389 U.S. at 348. 
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In these cases, Mr. Taylor and Mr. Smith had reasonable 

expectations of privacy as to data stored on computers in their homes and 

Mr. Smith’s law office. Their use of Tor did not make that expectation 

unreasonable, even though the first relay node could have received their 

IP addresses. Because the NIT acquired their IP addresses from their 

computers rather than from disclosures to third parties, it intruded upon 

their reasonable, constitutionally protected expectations of privacy. 

IV. Conclusion 

The Court’s questions about the technical facts illustrate the need 

for deterrence by exclusion in these cases. Those questions underscore 

the density and complexity of the facts the warrant application required 

the issuing magistrate to digest. She had just a few hours to evaluate the 

NIT warrant’s lawfulness, and issued the warrant at 11:45 the same day 

she received the FBI’s application. See Taylor Doc. 21-1 at 1–2. 

The technology involved in committing and investigating crime has 

grown increasingly complex, yet a valid warrant process still depends on 

a magistrate’s ability to understand what he or she would approve. That 

understanding cannot be assured—and reliance on a magistrate’s 

approval cannot be objectively reasonable—if government agents are not 
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clear and candid about matters essential to a warrant’s validity. Even 

now, this Court has reasonable questions about the technology of Tor, for 

example—a subject on which the warrant affidavit was relatively 

forthcoming. The same cannot be said of the affidavit’s representations 

about the NIT’s territorial reach. 

Federal Rule of Criminal Procedure 41(b)’s territorial limitations 

presented a significant obstacle to approval of the NIT search. That was 

abundantly clear to the FBI and Department of Justice, which already 

had been denied a warrant for a different NIT search because of Rule 

41(b) and were urging a revision to allow such a search. See Taylor Initial 

Br. 33–35; Smith Initial Br. 31–33. But rather than lay their cards face-

up before the magistrate and directly state that the NIT would search 

computers throughout the world, FBI agents prominently represented 

that it would search property in the magistrate’s district. Their affidavit 

put the onus on her to grasp, in short order, the true extent of the search. 

When the magistrate issued the warrant, the agents could not know 

whether she had approved the scope of the search or simply did not 

recognize it. 
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For the warrant process to “preserv[e] . . . that degree of privacy 

against government that existed when the Fourth Amendment was 

adopted,” Jones, 565 U.S. at 406 (quoting Kyllo v. United States, 533 U.S. 

27, 34 (2001)), courts will need to demand more candor and clarity than 

the FBI provided in this case. Otherwise, control over government’s 

access to citizens’ digitally stored information will increasingly shift from 

neutral and detached magistrates who know the laws and the 

Constitution to government agents who know technology.  

The Court should reverse the district court’s denials of the 

appellants’ motions to suppress. Government agents must be deterred 

from making deliberate or reckless misrepresentations about a matter 

essential to the validity of a technologically complex warrant. Exclusion 

is “the only effectively available way” to achieve that deterrence. Elkins 

v. United States, 364 U.S. 206, 217 (1960). 

Sincerely, 
Kevin L. Butler 
Federal Public Defender, N.D. Ala. 
Allison Case 
Assistant Federal Public Defender 
 
 
Tobie J. Smith 
Research & Writing Attorney 
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